Co-funded by
the European Union

CHESS

Cyber-security Excellence Hub in
Estonia and South Moravia

\

The long road to
tolNNOUS Secur

Martin Drasar
L drasar@ics.muni.cz

Funded by the European Union under Grant Agreement No. 101087529. Views and opinions expressed are however those of the
author(s) only and do not necessarily reflect those of the European Union or European Research Executive Agency. Neither the
European Union nor the granting authority can be held responsible for them.



Driverless cars







Turing test

How many times does the letter 'n" appear

in the word "mayonnaise'? S

Q

The letter "n" appears 4 times in the word
"mayonnaise”.

{P Copy text Q
Can you list each of them ‘

Sure, the letter n appears in the following
positions in the word 'mayonnaise”:

1. mayonnaise

2. mayonnainse

3. mayonnaine

4. mayonnaisne

[P Copy text ' Retry QD



S0... how about security?




with security?

utonomous driving
00 images

not even close to real world variability
ments not up to task






nment paradigm



Quiz time!

* What do you see?
* Why am | showing it?




Simulation environments

» Simple abstract problems
* Do not reflect domain complexity
e Static

» General simulation problems:
* Data reliance
« Specialization
» High-level of abstraction
e Simulation of new threats
 Too defense-centric
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deep dive
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rkov processes, game theory, ...
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Ination of all possible
ers

r with message passing

ulation

a collection of running processes

ction with extensible properties

struction

entication/authorization framework

ulnerabilities mapping to CVE and others

d to vulnerabllities, integration of Metasploit capabilities
e behavioral models



regquirements

cybersecurity scenarios

Kits

arison of different behavioral models
attack and defense strategies

ulation and emulation (IDS or human in the

m simulation to emulation



0.5555/3451906.3451908
roject/cyst-core/
go/cyst



https://dl.acm.org/doi/abs/10.5555/3451906.3451908
https://pypi.org/project/cyst-core/
https://muni.cz/go/cyst

of realistic cybersecurity scenarios
lation artifacts into datasets of network traces

lti-agent collaboration and communication
g of attackers and defenders

m simulation to emulation to the real world
ast-public.gitlab-pages.ics.muni.cz/cryton/cryton-documentation/



https://github.com/Trace-Share
https://beast-public.gitlab-pages.ics.muni.cz/cryton/cryton-documentation/

me up when it

In cloud,

ulated and emulated scenarios,
h or against autonomous agents,
lytics,

button to run everything.
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security

It a few years

Do it yourself...
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