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ces depend on information technology, and which
information security measures due to regulations

: FASLE - Framework for Security Level Evaluation
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S u rvey apprOaCh Data type

e Metadata set

Domain

Workplaces

Hours

Role

Country

Implemented
standards

Options

Healthcare; Municipality; Government office;
Education; ICT; Other private sector; Non-profit ;
Other (specify)

1...30; 31...100; 101...300; 301...1000; 1001...

Around 30 minutes; Around 1 hour; 2 hours; 2-4
hours; 4-8 hours; More than 1 working day

IT manager; Information security manager
/specialist; Management; Network/system
administrator; Administrative
assistant/lawyer/DPO; Other (specify)

Estonia; Czech Republic; Other

ISO/IEC 27001; ISKE (Estonian); CIS Controls;
KUTS (Estonian); NIST CSF; E-ITS (Estonian); BSI IT
Grundshutz (German); Act on cyber security,
no.181/2014 Coll. (Czech)



ecurity Level Evaluation

nisation security maturity level
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MASS - Measurement Application for
Self-assessing Security

» Presents the F4SLE to respondents 2199 ISMS - Security managemen

8] % Language selection

ituation assessment of the establishment and performance of the organisation’s information security management system,
O ISMs s f the establish d pert fth jon's inf
O O . O ORP including the involvement of management, distribution of responsibilities and allocation of resources and asset mapping.
 Provides immediate results e
O OPS
O DER 1. Information security measures and documentation have been updated during the last 3 years.
encnmarks 0 aee
O SYS @ More information
O IND The attribute is partially The atibuisIe.

O NET Nothing significant has n accordance with the o iy Shranoad The attribute is

([ ] - Yo e e Eezal i with your organization i Not answering Not applicable
O INF situation described in situation, but still with e pr— context of your
the attribute significant " organization
O t o I I o shortcomings

. P ri Va Cy p ri n Ci p I e 2. The need for information security management is recognized and has specific goals.
e raw data does not leave from the © e

The attribute is partially R
Nothing significant has : The attribute is
e e [BEOnEDY S completely frue in the
¥ desaription of the with your organization. pleen, Not answering Not applicable
situation described in situation, but stll with context of your

the attrbute ik M some organization
t significant s o
shortcomings

Test environment: - N )
https://mass.cloud.ut.ee/test-massui/ L mmmm———

The attribute is partially B
Nothing significant has e e The atirbute s
yetbeen done for the description of the v completely true in the

(] (]
[ ]
with your organization, Not answerin Not applicable

Production environment o R N

L] the attribute significant G organization

» shortcomings -
https://mass.cloud.ut.ee/massui/
p ] u ] u

MASS user interface example


https://mass.cloud.ut.ee/test-massui/
https://mass.cloud.ut.ee/massui/
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Plans

* From PoC to official version provided by NCSC-EE
* Update the F4SLE attributes using MUSE principles (yearly)
« Repeat the data collection to follow yearly dynamics

e Conduct more data analytics and link it to other databases (causal
relationships, threat landscape, security, and specific regulations)

« Assess the option of using the results to develop security-related
strategies

 Engage more decision-makers

« CHESS project: Collecting the same data from Estonia and the
South Moravia simultaneously to compare and find differences
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FASLE- Framework for Securitylevel Evaluation

» framework and its principles

» Seeba, M., Méses, S., Matulevi¢ius, R. (2022). Method for Evaluating Information Security
Level in Organisations. In: RCIS 2022. Lecture Notes in Business Information Processing, vol
446. Springer, Cham. https.//doi.org/10.1007/978-3-031-05760-1 39

» Content versions http://dx.doi.orq/10.23673/re-298; http.://dx.doi.orqg/10.23673/re-372

MUSE - Method for Updating Security Level Evaluation Instruments

* How to update the FASLE: process, principles, inputs
* Mari Seeba, Abasi-amefon Obot Affia, Sten Mases, Raimundas Matuleviéius. 2023. Create
your own MUSE: A method for updating security level evaluation instruments, Computer
Standards & Interfaces, Volume 87, 2024, https.//doi.orq/10.1016//.¢si.2023.103776

MASS- Measurement Application for Self-assessing Security

 tool to present F4SLE https://mass.cloud.ut.ee/test-massui/; https://mass.cloud.ut.ee/massui/
« immidiate results to respondents and collecting data to server

» Master thesis of Maria Pibilota Murumaa, (2023) Designing a Security Sensitive Self-assessment
Framework, https://chess-eu.cs.ut.ee/2023/08/25/designing-a-security-sensitive-self-
assessment-framework/

Data interpretation options

» Mari Seeba, Tarmo Oja, Maria Pibilota Murumaa, and Vaclav Stupka. 2023. Security level
evaluation with F4SLE. In Proceedings of the 18th International Conference on Availability,
Reliability and Security (ARES '23). Association for Computing Machinery, New York, NY, USA,
Article 132, 1-8. https.//doi.org/10.1145/3600160.3605045
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https://chess-eu.cs.ut.ee/2023/08/25/designing-a-security-sensitive-self-assessment-framework/
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| dimensions

Table 1: Security dimensions of FASLE
Description

Organisation’s information security management sys-
tem, incl: management involvement, responsibilities
distribution, asset, and resource management.
Concepts and guidelines, incl: backups, archiving, devel-
opment, personal data protection, cryptography, aware-
ness, and data exchange agreements.

Information security management, incl: IT usage poli-
cies, personnel policy, identity and access rights man-
agement, and training.

IT operations management and documentation: specific
hardware, software, network components, cloud ser-
vices, and remote work.

Incident handling, IT forensics, audits, exercises, and
emergency preparedness.

Industrial IT systems, incl: machine control comput-
ers, sensors, robots, lab and diagnostic equipment, and
warehouse systems.

Network component management.

Infrastructure like buildings, rooms, cabling, mobile
workplaces, vehicle IT solutions, and smart houses.
Application software, groupware, directory services,
and subscription software management, including up-
dates and logging.

Systems and hardware, incl: servers, computers, tablets,
phones, removable media, and virtualization solutions.




