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Survey approach
• Target group

• organisations whose services depend on information technology, and which 
are obliged to implement information security measures due to regulations

• Instrumentation
• For security evaluation: F4SLE - Framework for Security Level Evaluation

• <200 statements in 10 dimensions to evaluate
• For data collection: MASS tool
• Self-assessment

• Processing
• Immediate organisation-based results and domain benchmarks
• General calculations

• Metadata set



Survey approach

• Metadata set

Data type Options

Domain Healthcare; Municipality; Government office; 
Education; ICT; Other private sector; Non-profit ; 
Other (specify)

Workplaces 1...30; 31...100; 101...300; 301...1000; 1001... 

Hours Around 30 minutes; Around 1 hour; 2 hours; 2-4 
hours; 4-8 hours; More than 1 working day

Role IT manager; Information security manager 
/specialist; Management; Network/system 
administrator; Administrative 
assistant/lawyer/DPO; Other (specify)

Country Estonia; Czech Republic;  Other

Implemented
standards

ISO/IEC 27001; ISKE (Estonian); CIS Controls; 
KüTS (Estonian); NIST CSF; E-ITS (Estonian); BSI IT 
Grundshutz (German); Act on cyber security, 
no.181/2014 Coll. (Czech)



F4SLE - Framework for Security Level Evaluation 
• An instrument for evaluating organisation security maturity level 
• Based on 

• E-ITS (BSI IT Grundshutz Kompendium), 
• ISO27002 
• ENISA Threat Landscape 

Report (suggestion part)  

• Yearly updated attributes 
using MUSE principles 

• Does not impose any 
prerequisites



MASS - Measurement Application for 
Self-assessing Security 
• Presents the F4SLE to respondents 
• Provides immediate results 

(benchmarks) 
• Collects averaged results for cross-

organizational analysis
• Privacy principle 

• raw data does not leave from the 
respondent

Test environment: 
https://mass.cloud.ut.ee/test-massui/
Production environment: 
https://mass.cloud.ut.ee/massui/

MASS user interface example

https://mass.cloud.ut.ee/test-massui/
https://mass.cloud.ut.ee/massui/


Organizational level:
• Immediate results
• Maturity levels by security dimensions
• Can be interpreted as a risk level 
• Benchmarks

One organization, breakdown by 
maturity levels

One organization, 
comparison with the 
benchmark

Results



Cross organizations:
• Difference between organizations 

(data dispersion)
• Comparison based on individual data 

points (e.g., mean, median - compare 
results over time, provide 
benchmarks)

(a) By domain (b) By role
Overall evaluation distribution 
by dimensions and 
organization size. 

Overall evaluation results 
by maturity levels

Results



Plans
• From PoC to official version provided by NCSC-EE
• Update the F4SLE attributes using MUSE principles (yearly)
• Repeat the data collection to follow yearly dynamics
• Conduct more data analytics and link it to other databases (causal 

relationships, threat landscape, security, and specific regulations)
• Assess the option of using the results to develop security-related 

strategies
• Engage more decision-makers
• CHESS project: Collecting the same data from Estonia and the 

South Moravia simultaneously to compare and find differences



Thank you!

• Contact: 
• mari.seeba@ut.ee
• mari.seeba@ria.ee

Partners:

Associated partners:
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Method  to 
update  
security 
evaluation 
instrument
MUSE

• Baseline 
• Source of attributes - 

security controls, 
principles, regular 
updateing 

• E-ITS 2022 

• Threat landscape report 
(attributes relevance): 

• ENISA Threat 
Landscape Report 
2022, 

• RIA annyal 
cybersecurity book 
(2023 predictions)

• Reference standard 
• fixed scope:
• ISO27002:2022



Dimensions

Organisational dimensions

Technical dimensions

https://eits.ria.ee/


