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Case description

X-Road®© is a centrally managed distributed data exchange system that
provides unified and secure data exchange between organisations
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Motivation

e PKIX requires (manual)
identity verification for
certificate issuance

e PKIX is prone to the threat of
DoS and to a single point of

failure
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Certificate

X.509
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Integrate with OCSP/
CRL distribution point




Motivation

* Rise of Self-Sovereign identity did:ethr:@x@3fdd57adec3d438ea237fe46
brings new standards &

technologies Decentralised Identifier (DID) created without

the help of centralised authorities
® DID

{

® VC/VP "@context": [ "https://www.w3.org/ns/did/v1" ]

"id": "did:ethr:0x03fdd57adec3d438ea237fed6",

"authentication": [{
"id": "did:ethr:0x03fdd57adec3d438ea237fed6b#keys-1",
"type": "Ed25519VerificationKey2020",
"publicKeyMultibase":

"zZH3C2AVvVLMvegmMNam3uVAjZpftkcICwDwnZn6z3wXmgPV"

}
}




Motivation

{
"@context":
e Rise of Self-Sovereign Identity [*heps  //wni-u3.org/ 2018/ credentials/v1],
brings new sta ndards & ["VerifiableCredential®,"UniversityDegreeCredential”],
h | . "issuer": "did:btcr:x705-jznz-q3nl-srs",
techno OgleS "credentialSubject": {
“id”: "did:ethr:0x03fdd57adec3d438ea237fed6",
® DID "degree": {
"name": "Bachelor of Science and Arts",
"college": "College of Engineering"
® VC/VP }
s
"proof": { .. }
}

Verifiable Credential (VC)

Verifiable
Presentation (VP)




Distributed Ledger

Motivation

Write Write

DID Document, DID Document
Credential Schema,
Revocation Status List

Read

DID Documents,
Credential Schema,
Revocation Status List

Self-Sovereign Identity (SSI) was
primarily developed for physical
entities

Verifiable
Credential

Verifiable
Presentation

How about organisational
identity?

Issuer

Can DPKI be enable
organisational identity
management?
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Research Question

How to establish trust between information systems using a

decentralised public key infrastructure in X-Road?
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Design Science Research Method

Problem
identification

Objectives for
solution

Design &
development

Demonstration >> Evaluation >>Communication

Identity Address the Architecture of
management in limitations PKIX decentralised
X-Road in X-Road using |dM in X-Road
N DPKI Y,
N

(Bakhtina et al., 2023)

Peffers, Ken, et al. "A design science research methodology for information systems research." Journal of management information systems 24.3 (2007): 45-77.
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Design Science Research Method

Problem Objectives for Design &

: o ) Demonstration Evaluation Communication
identification solution development
|dentity Address the Architecture of
management in limitations PKIX decentralised
X-Road in X-Road using |dM in X-Road
N QﬁK' y
) l \ 4 v v
(Bakhtina et al.,, 2023) (Re)defined design Onboarding & Acceptance criteria for ~ Open-access
goals, use cases, Data exchange functional repository with
requirements, scenarios requirements PoC X-Road
architecture ldM system quality https://qgitlab.cs.ut.ee/
i-xroad/ssi-xroad
Proof of concept assessment ssixtoad/ssixroa
(PoC) of X-Road with
DPKI

Peffers, Ken, et al. "A design science research methodology for information systems research." Journal of management information systems 24.3 (2007): 45-77.
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1. Increase the degree of decentralisation
2. Provide a more granular access control mechanism
3. Support automated member onboarding
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Implementation
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Implementation
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Implementation
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Implementation

’/ Data Exchange

Implemented instance of X-Road Security ' ' |
Server and Central server, integrating ELS:::Z?J:%&?%M Dfet;g,:;d Ss,fgenﬁgmHAdmm l@ 5
with: \ ;

....................

........................... N

Organisation's®
Internal

DID registration Network

endorsement

request

Hyperledger Indy as distributed ledger
Hyperledger Aries Cloud Agent
Python as SS| agent e
AnonCreds as verifiable credentials R G S g S— X
implementation
Aries Protocols for secure connection,?
credential exchanges

1
1
1
1
1
1
1
1
Consumer 1
1
1
1

https://gitlab.cs.ut.ee/ssi-xroad/ssi-xroad X-Road with DPKI PoC Architecture



https://gitlab.cs.ut.ee/ssi-xroad/ssi-xroad

Question Method Design Implementation ~ Demonstration Evaluation Conclusion

Demonstration:

s S S
ecurity Server
em er n oa r I n 0 Wallet Member 1 - XYZ Book Company

N X-Road

OVERVIEW CONNECTIONS CREDENTIALS

Central Server requests organisation to No public di.
present a “Business Registration Credential”

for onboarding, i.e. joining an X-Road

instance.

DID of new X-Road member is written on
ledger for discovery.

FOR DEMO ONLY
& Wallet

E  Get Credentials

https://qgitlab.cs.ut.ee/ssi-xroad/ssi-xroad
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Demonstration:
Message Exchan

e Activities ¥ Brave owser

& Security Server x M localhost Indy Network

4] C O © localhost

Security Server:
Member 1 - XYZ Book Company

Information systems of X-Road members

[~ X-Road
exchange credentials before exchanging Message Resords
message. ;
Message exchange records are signed with
authentication keys in members’ DID
documents. S Wl

BE Get Credentials

https://qgitlab.cs.ut.ee/ssi-xroad/ssi-xroad
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Evaluation: Change in System Quality

Quality criteria  Quality property Measure Measure change
[dM system > Security |» Proneness to high-risk [ Level of proneness to high-risk 5 :I" )
e T —> ecrease
quality threats threats Secu rity T
o Dependence on the Number of external actors 7
> Reliability > . . g ) .
external social actors involved in the credentials e Unchanged

issuance / verification
Dependence on external [ Number of systems to be
system integrated with

—).

—_— Unchanged B Rellablllty T

Duration of credentials issuance| 5

——>  Systematic delays  » verification Decrease |
> Control Resp0n51b11‘1ty over || Level of responslibi."ily over N Increase
credentials credentials
—_— |
Number of credentials to be
used Unchanged - Control T

. Number of entities to whom

——> (Control over privacy - o . E— Decrease
sensitive data is revealed

|ldentity Management System Quality Assessment Model Evaluation

Mariia Bakhtina et al. "On the shift to decentralised identity management in distributed data exchange systems”. 2023.
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Conclusion

- This paper presents the first open-access system prototype for an
organisation’s identity management following self-sovereign identity
principles

- The presented proof of concept proves that DPKI helps to address some of
the scalability issues of PKI, improve control over identity and mitigate a
single point of failure in the X-Road system
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Conclusion

Limitations: The design may be biased towards the Hyperledger Indy ecosystem
Future work:

- Explore the selection of other distributed ledger-based SSI ecosystems

- Enable PKIX certificates to be VCs using the PKIX extension

- Extend the PoC with wallet management measures to strengthen access

control over organisational identity
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