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Goals

● collaboration between academia, business, 
and government 

● conduct a needs analysis and develop a joint 
cross-border research and innovation 
strategy for cybersecurity



Partners
Partner type Estonia South Moravia (Czechia)

Academia University of Tartu (UT)
Tallinn University of Technology 

(TalTech)

Masaryk University (MUNI) 
Brno University of Technology (BUT)

Industry Cybernetica AS 
Guardtime

Red Hat

Government Estonian Information System Authority 
(RIA)

National Cyber and Information 
Security Agency



Research Challenge Areas



Automated trust through self-sovereign identity in the data 
exchange systems

Blockchain-related operation protected by cryptographic 
hardware

Emergency Information transmission using blockchain in 
Intelligent Vehicular Communication 

Privacy of blockchain transaction

Security Preservation in Blockchain



Automated trust through self-sovereign identity
 in the data exchange systems

● A Decentralized Public Key Infrastructure for Trust 
Management in X-Road (2023)

● The Power of Many: Securing Organisational 
Identity Through Distributed Key Management

○ Session 12 – Session Trust, Security and Risk
○ Room: MEGARON B
○ 14:00

Demo



Internet of Secure Things (IoST)

Empirical research on security and privacy management 
in intelligent transportation systems 

Privacy-preserving smart parking solutions

Secure and privacy-preserving access to sharing vehicles in 
smart cities

Security risk management in automated systems for 
manufacturing

Security and privacy in teleoperated systems



Information Security and Privacy Management 
in Intelligent Transportation Systems (ITSs)

● Literature review of 
measures

○ 24 papers
● Survey of 

organisations 
○ 15 organisations

paper



Information Security and Privacy Management 
in Intelligent Transportation Systems (ITSs)

Aspects which the surveyed organisations 
highlighted as challenges

paper

Operation areas of the surveyed companies



Information Security and Privacy Management 
in Intelligent Transportation Systems (ITSs)

paper

Distribution of the measures usage by the surveyed organisations

Result:

Recommendations 
for organisations 
developing ITSs 



Security Certification

Testing the method for evaluating organisations' information 
security level

Enriching certification report analysis with other open-source 
intelligence

Common Criteria Protection Profile for secure computing 
applications as PETs



Why is it relevant for CAiSE?
From you:

● New open research questions from CAiSE community

From us:
● open-source solutions for securing the systems
● best practices and guidelines for secure system design



Let’s keep in touch!

Mariia Bakhtina bakhtina@ut.ee

Follow CHESS in LinkedIn

Read the project paper: https://ceur-ws.org/Vol-3692/paper2.pdf

CHESS LinkedIn

mailto:bakhtina@ut.ee

