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JavaCard API specification (since 1997)

JavaCard ecosystem, CARDIS'23, 16.11.2023

https://www.oracle.com/news/announcement/blog/oracle-

celebrates-the-java-card-forums-25th-anniversary-2022-10-20/

3.2

2023

TLS1.3, EdDSA, RSA config…

https://javacardforum.com/2022/07/28/the-birth-of-javacard/

• Specification for on-card platform 

– Cryptographic algorithms

– Data handling and utility methods

– JCVM…

• Mandatory and optional parts

– Implemented by platform provider atop 

of IC with hardware accelerators

• Allows for applet portability 

– JC bytecode + JCVM

– (but proprietary packages)

RQ: How much is specification 

used in practice?
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How to analyze usage of technology X?

1. Collect representative sample of users / projects (ideally “all”)

– All proprietary applets (where most JavaCard developers work)

– All open-source JavaCard projects on GitHub / SourceForge (206 projects) 

(https://github.com/crocs-muni/javacard-curated-list)

2. Establish significance of projects 

– Number of users/developers/forks/stars, search trends on Google, sales stats…

– Products certified under Common Criteria and FIPS140

3. Analyze projects for the level and style of use of technology 

– Static code analysis of JavaCard keywords and constants

– Dynamic analysis on actual smartcard hardware

– Trends in time if possible (e.g., code state in time via git commits)

JavaCard ecosystem, CARDIS'23, 16.11.2023

JavaCard technology?

https://github.com/crocs-muni/javacard-curated-list


https://crocs.fi.muni.cz @CRoCS_MUNI

STATISTICS FROM 

CERTIFICATION DOCUMENTS

JavaCard ecosystem, CARDIS'23, 16.11.2023
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JavaCard API versions in certification docs

JavaCard ecosystem, CARDIS'23, 16.11.2023

• Data from Common Criteria and 

FIPS140 (seccerts.org) 

– 2000-2009 (cards only FIPS140)

– 2010-2023 (cards only CC)

• Regular expressions to match 

JavaCard API version

– Only the latest API included

• Year 2023 only till 8.11.2023

– But likely the best year ever ☺

• No 3.2.x yet, 2.2.2 still in 2023

• First certs 1.5-2 years after a 

JCAPI version publication date

https://seccerts.org/
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References for JC API algorithms in CC/FIPS140 docs 

JavaCard ecosystem, CARDIS'23, 16.11.2023

ALG_ECDSA_SHA_224 

ALG_EC_SVDP_DH_PLAIN_XY

What if the algorithm is 

implemented but not 

mentioned in certification 

documents?

ALG_EC_SVDP_DH_PLAIN
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What real cards support?

• JCAlgTest project (since 2007)  
https://github.com/crocs-muni/JCAlgTest/

– Support tested directly on real cards (100+)

– Community-provided results in open db

• Study limitation

– Only openly “available” cards tested

– E.g., db’s top performer is JCOP4 on P71 

yet JCOP8 on SN300 was recently certified 

JavaCard ecosystem, CARDIS'23, 16.11.2023

P. Svenda, R. Kvasnovsky, I. Nagy, A. Dufka: JCAlgTest: Robust identification 

metadata for certified smartcards https://crocs.fi.muni.cz/papers/jcalgtest_secrypt22

https://github.com/crocs-muni/JCAlgTest/
https://crocs.fi.muni.cz/papers/jcalgtest_secrypt22
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ANALYZE ACTUAL USAGE IN CODE

JavaCard ecosystem, CARDIS'23, 16.11.2023
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Curated list of open-source applets (200+, from 2017)

• https://github.com/crocs-muni/javacard-curated-list

• Standalone applets, library code, 

simulators/emulators, dev tools…

• Contribute please!

JavaCard ecosystem, CARDIS'23, 16.11.2023

https://github.com/crocs-muni/javacard-curated-list
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JCProfilerNext tool

• https://github.com/lzaoral/JCProfilerNext

• Static and dynamic analyzer for JavaCard applets (Spoon-based)

– Used packages, methods, constants...

– Instrumentation of applet constructor to detect memory consumption

• Test on simulated card (jcardsim) – no limitations of actual hardware

• Test on real cards (NXP JCOP4, JavaCOS A22, G+D StarSign 7.0)

– Memory consumption of allocations done in constructor

– Portability of applets

JavaCard ecosystem, CARDIS'23, 16.11.2023

https://spoon.gforge.inria.fr/

https://github.com/lzaoral/JCProfilerNext
https://spoon.gforge.inria.fr/
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(just for comparison)

OpenSSL crypto lib

Credit Card Reader NFC

Popularity of open-source JavaCard projects

JavaCard ecosystem, CARDIS'23, 16.11.2023

180+ projects

PGP sign/enc

Bitcoin wallets

Identity applets
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Frequency of use of JavaCard API constants in JCOSS

• JavaCard API 2.1.0 - 3.2 introduced 583 constants (in total)

• 404 constants (69.3%) are completely unused (in open-source applets)

• Only 42 constants (7.2%) are used in more than 25 projects

• “Popularity” of constants may also change in time

– Analyze using git checkout last_commit in given month / year

JavaCard ecosystem, CARDIS'23, 16.11.2023
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Activity of open-source JavaCard applets in time (git)
https://github.com/OpenCryptoProject/JCMathLib

https://github.com/OpenCryptoProject/JCMathLib
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Algorithm support in time (all at paper artifacts page)

JavaCard ecosystem, CARDIS'23, 16.11.2023

https://crocs.fi.muni.cz/public/papers/cardis2023
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Memory resources required by open-source applets

JavaCard ecosystem, CARDIS'23, 16.11.2023

• Tested on 3 real cards 

– Instrumented constructor 

– JCSystem.getAvailableMemory()

– Only small variation between cards

• Most applets have low requirements

– <10kB EEPROM

– <1kB RAM

– Some applets cannot fit (9kB RAM)
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Limitations of our study

• Is open-source ecosystem representative of the whole domain? 

– Likely two orders of magnitude more developers outside open-source domain

– Proprietary applets with access to proprietary API may be different

• Earlier adoption of features, different algorithms…

• Different memory footprint (smaller/larger)

• New cards not tested

– Analyzed certification documents provide some insights

• Applets tested only up to select() method

– Complete testing requires tests with high coverage

– But allocate_all_in_constructor is best practice

JavaCard ecosystem, CARDIS'23, 16.11.2023
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Conclusions for JavaCard (open-source) ecosystem

• More JavaCard-related items certified in 2023 than ever

• Large majority of JavaCard API constants unused by OSS (~69%)

• Open-source ecosystem peaked in 2015-2017, now declining

• Unavailability of new cards and “lower” level API likely negatively impact 

development of interesting ideas (ALG_EC_SVDP_DH_PLAIN_XY)

• Analysis of proprietary applets is important missing part (contact us!)

• All tools and results available https://crocs.fi.muni.cz/papers/cardis2023

JavaCard ecosystem, CARDIS'23, 16.11.2023

Questions

https://crocs.fi.muni.cz/papers/cardis2023
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