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What is my security situation?

Cyberattacks




FASLE Framework for

Security Level Evaluation

Immediate result

Self-assessment

All-hazard approach
ISO27001, NIS2, E-ITS, ENISA Threat landscape report

Comparision benchmarks

https://mass.cloud.ut.ee/massui/



Results 01.12.2023

€} B3 Language selection

<0.75 INITIATED Good practices have not been

mplemented, risks have not

been recognized, and

management has not taken the [ Generate POF

[3) save detailed

answers to local

>=0.75 and <1 oy
DEFINED nitiated on an ad hoc ba
Documents have been prepared Bi: Saiesisiran
chprl et o metadata to local
net correspond to reakity. Pl
>=1.5and <2.25 Practices work and are
BASIC Ao ed e

planned, and roles

nd

responsibiities are allocated

Regularity of activities has not

yet been achieved.

>2.25 STANDARD Organizational posicies and

Results compared to benchmark
= i

principles are clear. Activities are

monitored and traceable, and

activities are standardized and
documented. Continuous
mprovement i taking place.

Exceptions are monitored.

Process dimensions

ISMS situation a=

nformation security management

ment of the establishment and performance of the organisation's

tem, induding the involvement of

sponsibilities and allocation of resources

ORP Situation assessment of ation security manage uding usage rul

computers and other devices, persoane! pelicy, identity and access rights

management, and training

CON Situation assess: of the org;

for all other areas, including backups, archiving, development, personal data

security concepts used

dures and awareness. In

protection principles, and &
addition, data exchange agreements between data exchange partners.

OPS situ

specific hardw;

IT operation managemes

ion assessment of the arganisas egardless of

software, or network components. This includes the management

and documentation of Cloud services and remote work.

DER Sttuation ass

forersics), audits, and emergency preparedness (including exercies).

Maturity levels
= =

s e e S e
>

ment of security incident management, related activities {including IT

System dimensions

APP Situation as

software management, inchuding secure configurations of updates, need-based

sment of software, groupware, directory services, and subscription

ace

and logging.

SYS Stuation assessment of the hardware solutions and mansgement (including setup,

menitoring, and management) like servers, computers, tablets, phones, removable

data media, and virtualization solutions.

IND Situation assess: of secure ¢ {configuration and g} and safety

of machine tool control computer:

warehouse systems and other industrial IT sy

NET Stuation azezment of network, netwark components, telephone communications

ular updating, and ou

ek project timeliness,

mputer ne

management,

and unsafe solution avoidance {default passwords and manufacturer-unsupp:

solutions).

INF Situation assessment of security management for buildings, rooms, cabling, mebile

workplaces, vehice IT ans and smart houses. Compliance with building fire safety

requirements, special safety requirements and location in faciities for protected rooms,

and the inch

ion of smart infrastructure in the security policy are considered.

—— INITIATED  The need to deal with informatio
ledged and addresed
— BASIC Practical basic activiti
to manage information security
~——  DEFINED Formal proce:
necessary information security support
documents have been prepared.
—— STANDARD There are clear organisational polic

ndardised.

ave been implemented

ave been agreed, and the

principles. Activities are st

documented, regular and monitored. There is

ongoing monitoring and improvement.

Organization and CISO

* Security evaluationresultin 10
security dimensions

* Risklevelvalues

 Comparing with expectation level
green line

* Bechmarking with others

* Meanings of Security dimensions

* Details of maturity,
documentation, practical
measures, continuity

https://mass.cloud.ut.ee/massui/



Comparison of
Sectors

Expectation level

............................... Avera ge

Sector average

Education sus APP

ORP P S SYs

2.0
1.5 %
1.0 :
; 0.5 g
0.0
CON v v NET

OPS INF

Education (9) ¥ All (58)
DER IND

Water and distance heating

ISMS APP

ORP SYS

2.0
15 %
1.0 :
; 0.5 .
0.0
CON v ¥ NET

OPS ' INF

Water+Heating (10) ¥ All (58)
DER IND

Healthcare ISMS APP

ORP SYS

2.0
1.5 %
1.0
: 0.5 )
0.0
CON ¥ ¥ NET

OPS ' INF

Health (11) =¥ All (58)
DER IND

Transport
ISMS APP

ORP sYS

2.0
1.5%
1.0 :
; 0.5 .
0.0
CON v v NET

oPS ' INF

Transport (6) ¥ All (58)
DER IND

Municipalitysws APP

ORP sYS

; 0.5 !
0.0 B
CON v y NET

oPS ' INF

Municipality (13) - All (58)
DER IND



Estonia vs Czech - Education

domain = Education

e T T g L
ST

L
. | T 1
=215
1 et | R
1.0 JJ_ lJ \
O
O
0.5 6
O | CZ(12)
1 EE (9
0.0 Ji (9)
ISMS ORP CON OPS DER APP SYS NET INF IND
dimension

https://mass.cloud.ut.ee/massui/



Next Milestone: Q2 2025

Implementer

General knowledge

Input

Personalised

Implementation Plan

Security Level
Evaluation
Results

4

Wizard 1.0.

Questionnaires |«

R

% REPUBLIC OF ESTONIA
% INFORMATION SYSTEM AUTHORITY

Pre-modelled
data

evaluation model

Security

FASLE

|

v

/7

Wizard engine

A

[
L

Estonian Informationsecurity Standard

with machine readable security measures




How to get b | evaluation?

ecure.

Mari.Seeba@ut.ee

https://mass.cloud.ut.ee/massui/



BN\ Secarity Level Evaluation with FASLE * Ay

Mari Seeba’*, Tarmo Oja" *, Maria Pibilota Murumaa’®, Vaclav Stupka®4

*University.of Tarlu, Estonia, “Information System Authorily of Estonia, ° Cybernetica AS Estonia, * Masaryk University, Czechia, * CyberSecurity Hub, z.u., Czechia

What are the avenues for interpreting the data collected using the security level evaluation instrument FASLE?

F4SLE- Framework for Security Level Evaluation MASS - Measurement Application for Self-assessing Security
« Aninstrument for evaluating organization security maturity level « Presents the F4SLE to respondents
+ Based on E-ITS, 1ISO27002 and ENISA Threat Landscape Report + Provides immediate results on the organization’s security status after responding to all
« Aftributes are updated yearly based on method for updating the security evaluation security attributes

instrument MUSE principles « Collects averaged results for cross-organizational analysis

+ Does not impose any prerequisites on izations for self-

Collected metadata with options (in Italic
number of respondents)

Datatype  Options

Camain

 Municipaliy (11); 3
ducation (9]; ICT [2J; Other private
+profit {1); Bther (specify)

1...100(9); 161..300(7); 301...1000(5}; " == il T =:

Governmen

Workplaces

Nt implemented Hours

Role

Implemented with
pificant defiiencis

s
[t County
afow shortages [——
Sniars

bilc(2); Estanial28)
IS/IEC 27001; ISKE (Est
157 C

FASLE — Framework for Security Level Evaluation [FASLE, MUSE]

IMASS user interface example

Organizational level:
+ Maturity levels by security dimensions
« An aggregated result, which can be interpreted as

Cross organizations (interpretation principles):
R It + Difference between organizations (data dispersion)
esuits + Comparison based on individual data points (e.g., mean, median -
a risk level compare results over time, provide benchmarks)
+ Benchmarks

Overall evaluation results by maturity levels

ek »  w  Security evaluation result example Overall ~ evaluation distribution by
- . Sy of one i i i and ization size. The

/ I with the benchmark  (cross- median has been marked with a white
WV o organizational average result) dot and 50% by the black thick line.

Security evaluation result example of one organization, (a) By domain (b) By role
breakdown by maturity levels Overall result by (a)
domain and (b) respondent role.

Limitations

« Selected, voluntary organizations — no random sample

+ Dominating domain — municipaliti

+ Full statistical data analyzis is yet to be implemented

+ Based on a self-assessment questionnaire

+ Respondent's role and awareness could affect the results within an organization

« Comparing results between Estonia and other countries may be affected by the
Estonian Information Security Standard bias

= Reeusu; oF 310w
fil UNIVERSITY 8 s [ nyn Univerey

oF TARTU 'Z CYBERNETICA By BER

ECURITY HUB

w63

Future Work

« Increase the number of respondents in Estonia and South Moravia (Czechia)

+ Repeat the data collection at least twice (yearly dynamics)

+ Update the FASLE attributes using MUSE principles

« Compare responses from the same organization but given by different roles

+ Conduct more data analytics and link it to other databases (causal relationships, threat
landscape, security, and specific regulations)

+ Assess the possibility of using the results to develop security-related strategies

+ Engage national decision-makers

+ Collecting the same data from Estonia and the South Moravia simultaneously

1 No. 10108;
eflect those
the granting authodly

Funded by the European Union under
Co-fumided by thase of the authorls) onty and do
the European Union  Execuive Agency. Neither the Euopean

FASLE (Framework for Security Level Evaluation)
principles

* 1SO27001, E-ITS, NIS2 and relevant threats (regular updates)
* Regularly but once-only (reusable data for interested parties)
* Immediate result to data provider

« Low entrance barrier

« Sectoral benchmarks (comparability)

« Comparability over time (dynamics)

» Security and privacy of data collection tool MASS

« Translation ET, EN, ES

Interested Parties by NIS2
* Org. management & CISO

« Supervisory

« External consultant

« Partner (supply chain)

« State level policy-maker

https://mass.cloud.ut.ee/massui/

* M. Seeba, R. Matulevicius, I. Toom, Development of the Information Security Management System Standard for

Public Sector Organisations in Estonia, 2021, doi:10.52825/bis.v1i.43.

* M. Seeba, S. Mases, R. Matulevi€ius, Method for Evaluating Information Security Level in Organisations, 2022,

doi:10.1007/978-3-031-05760-1_39

* M. Seeba, T. Oja, M. P. Murumaa, V. Stupka, Security Level Evaluation with FASLE, 2023.

doi:10.1145/3600160.3605045

* M. Seeba, A. amefon Obot Affia, S. Mases, R. Matulevicius, Create your own MUSE: A method for updating

security level evaluation instruments, 2024 doi:10.1016/j.csi.2023.103776.
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