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• Great understanding of target implementation (whitebox)

• Conflict between time-for-testing and time-to-market

• Motivated not-to-publish product details to protect own IP

• Great knowledge in security testing, specialized equip., process knowledge

• But frequently unclear what exactly was tested and with what results

• Conflict between tough analysis and keeping vendor as a customer 

• Lack of knowledge, test 

outsourcing (certification) 

• Do not know what was tested!

Vendor

Eval lab

User

• Small understanding of target (blackbox)

• Great knowledge of some advanced attacks

• A lot of time, focus on publishable results 

• Wide-scale testing, no single specific target

Academia, security researchers
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1. TRANSPARENCY PROBLEM
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2. DISCOVERABILITY PROBLEM

“How was the product tested, and with what results?”

“How to find the results relevant for given product?”
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PRODUCTS 

FOR TESTING

OPEN TEST RESULTS 

(METADATA)
OPEN-SOURCE 

TOOLING
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RSA keypairs
Distribution of primes 

P and Q

ECDSA signature
Dependency of sig time on     

private key

CVE-2017-15361 
Vulnerability in keygen  

(ROCA)

Infineon M7794A12
BSI-DSZ-CC-0814-2012

CC EAL4+

Binding                   

PRODUCTS METADATABINDINGS

Binding                   

Binding                   

JSON blobs for products/metadata/bindings

Filtering based on trust to signer
NOSTR for format and propagation network
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