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Emerging security attacks:

● Jeep Cherokee remote 
hijacking attacks

● Rav4 CAN injection attack

image src: https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

Internet of 
Vehicles (IoV)



DECEPTWIN Framework

DT-based 
deception solution

Blockchain 
integration in 

DT-based 
deception solution
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Proactive security approach for IoV by leveraging 
DECEPtion-based digiTal tWins and blockchaIN (DECEPTWIN).
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Why 
DECEPTWIN?

● High-fidelity, closely mimic real systems
○ Enhanced interaction capabilities
○ Scalable and handles complexity

● Capability to analyze large volumes of generated 
data in real-time

● Secure communication, data integrity, and 
traceability in deception environment
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Thank You!

Mubashar Iqbal, PhD
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mubashar.iqbal@ut.ee
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Funded by EU, CHESS is a Cyber-security Excellence Hub in Estonia and South 
Moravia.
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