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What (if any) certified devices are affected? 



sec-certs.org

http://sec-certs.org


Search Analysis

References Vulnerabilities

Search and browse through certificates and 
extracted metadata.

Explore interactive reference graph of FIPS-
certified devices.

View our analysis of the certification 
landscape.

Display existing vulnerabilities in certified 
products.









Full-text search
■ Full-text search over certification artifacts. 

■ Can be used to mine suspicious phrases. 

■ Great for assessing vulnerability impact 👍.



sec-certs Python API



Processing FIPS artifacts

Download Convert to text Extract features

Build reference graph

Link to CVEs



Ecosystem insights 🚀



Number of yearly 
certified modules



Different module types

Different embodiements



Security levels popularity

Average security level



Certification progress monitoring

The IUT list is provided as a marketing service for vendors who have a viable 
contract with an accredited laboratory for the testing of  cryptographic module.

Implementations under test (IUT)

Modules in process (MIP)

The MIP list contains cryptographic modules on which the CMVP is actively working.

■ On hold 
■ Review pending 
■ In Review 
■ Coordination 
■ Finalization



Time spent in IUT

Time spent in MIP stages



CC not doing much better…



Future work
What we’re failing at 🤷

Future work



Matching certified products to CVEs
■ 💡Link certified modules to published vulnerabilities they suffer from. 

■ Each CVE lists affected configurations (CPEs). 

■ TPM-Fail CVE: cpe:2.3:h:st:st33tphf2espi:-:*:*:*:*:*:*:* 

■ FIPS module: Trusted Platform Module ST33TPHF2ESPI & ST33TPHF2EI2C 

■ But, with different firmware 😢.



Hunting exploitable misconfigurations
■ Cryptographic-primitive misconfiguration can lead to 

exploitable vulnerability. 

■ 💡Configuration is conveyed by security policy doc.

Example: misconfigured X9.31 PRNG



Hunting exploitable misconfigurations



Hunting exploitable misconfigurations



Hunting exploitable misconfigurations



Hunting exploitable misconfigurations



Building reference graph
■ Dependency networks well studied in software packages. 

■ We investigated the dependency network in Common Criteria 

■ When vulnerability impacts the dependency, it may translate to the referencing product.



Building reference graph



Building reference graph
■ Turns out that ACT2Lite module is quite 

important one. 

■ It constitutes an important target for 
adversaries. 

■ It constitutes an important asset for 
vendors.



Building reference graph



Making certification artifacts machine-processable
■ Efforts to automate cryptographic module validation program 👏. 

■ NIST/Vendors: Assign robust module and algorithm identifiers. 

■ NIST/Vendors: Assign each module with CPE record. 

■ NIST: Replace security policy PDFs (with XML?) 

■ NIST/Vendors: Promote SBoMs (NIAP policy for Common Criteria) 👏. 

■ NIST: Publish FIPS CMVP web snapshots.

https://www.nccoe.nist.gov/automation-nist-cryptographic-module-validation-program
https://www.niap-ccevs.org/Documents_and_Guidance/ccevs/policy-ltr-30.pdf


Summary
■ Monitoring the certification artifacts yields more visibility into the ecosystem. 

■ Deep analysis is thwarted by lack of structure. 

■ Artifacts written in natural language? Leverage natural language processing. 

■ Sec-certs conceived to aid vulnerability impact assessment. 

■ Our weekly-updated results available from sec-certs.org.

Follow up

■ Talk to us here. 

■ Tell us if we’re wrong. 

■ Mail us feature requests.

https://sec-certs.org


Learn more at sec-certs.org

http://sec-certs.org

