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INFO- / KUBER-

turvalisus
, millega tagatakse millegi * Kaitstud
kokkulepitu kaitse * Olek, kus riskid on hoitud
e Kaideldavuse, konfidentsiaalsuse ja talutaval tasemel

tervikluse sailitamise tegevused



Miks Uldse moota?

e Kui turvaline ma olen?  VVastavus (E-ITS, GDPR, NIS2,

* Kas ma olen parem kui eelmine elutahtsad teenused, jne)
aasta samal ajal? * Progress (As-Is -> To-Be)

* Kas ma kulutan asja eest raha * Teadmine norkustest ja riskidest
turbele?

e Teadmatuse vahendamine
e Kui turvaline ma olen vorreldes
teistega?

 Partneri usaldamine

* Toetustegevuste plaanimine (riigi

 Milliseid riski tilekandmise tasand)
voimalusi mul on?

| | * Eelarve
Hubbard, D.W., Seiersen, R., How to measure anything

in cybersecurity risk, (2014)



Miks mootmine on nii... raske?

* Me ei saa moodta koiki * Me oleme liiga optimistlikud
turvanoudeid * Me tajume kasu kahjust

* Keskkond, abstraktsioonitase ja erinevalt, kuigi numbriliselt on
kontekst mojutavad turvet vorreldavad

* Mootmine protsessina mojutab  * Moo6tmine on samaaegselt nii
turvet tagasiside kui eesmark

* Ukski siisteem pole sdltumatu
e Turvalisus on mitmekihiline
e VVastane muudab keskkonda

Pfleefer, S., L., Cunningham, R., K., Why Measuring Security is Hard (2010),
IEEE Computer and Reliability Societies



Mootmine
\_
=

Taseme

hindamine
\
=

Hindamine

e Vordleme uhikuga (measuring)

e Anname hinnagu tasemele (evaluate)
— tasemetodd

e Hindame hetke olekut (assessment) —
diferentseeriv personaalne hindamine




Security Measurement Models

Cybersecurity Assessment Methods by Khalenghi et al. (2022)

by Leszczyna (2021) * Taxonomy-based (single security related subject)

e Scoring-based (sub-metrics)

* Attack Graph and Attack Graph based

» Stepwise (follows predefined steps, predicted actions)
e Conceptual (structural)

* Vulnerability identification
* Vulnerability analysis
* Penetration testing

e Simulation-based testing

* Emulation-based testing * Functional (operational, organisational or mission-
* Model-based testing based)
* Formal analysis * Multi-dimensional

 Contextual

Leszczyna, R. (2021). Review of cybersecurity assessment methods: Khaleghi, M., Aref, M. R., & Rasti, M. (2022). Comprehensive Comparison of
Applicability perspective. Computers & Security. Security Measurement Models. Journal of Applied Security Research,



Kidpsusmudelid

Organizations
or Author

I5M3 Consortium

NIST-PRISMA

Gartner’s Infonmation Security
Matunty Model

apabily | . 5 pHS

curity Framework (
, 2014

4

Cyber Secunty Capability
Matunty Model

Secunty awarene

Evaluation of software
engineenng processes

Prevent andmitigate mcidents and
Optimise the use ofinformation, mon
people. time and infrastructure

Provides a framework for review and
measure the mformation security posture
of aninformation security program

Security awareness, andnisk management
m large mtemational orgamzations

capability n commumn

Workforce planning fo r security
best practices

Improves federal critical infrastructure
through t of activities dezsigned to
develop individual profil operators

As ment of implementation and
managemert in Cntical Infrastricture

Undafinad

Polices

Idantify

Procadurss

Protact

Implameantad

Corractive

N. T. Le and D. B. Hoang, "Can maturity models support cyber

Continuous
improvemsants

Intzprated

Orparations

axcallanca

?," (2016), doi: 10.1109/PCCC.2016.7820663.



Kipsusmoodikute

WIS Puudused

* Regulatsioonide vastavus e Ressursipuudus

e Ohtudele vastupanu voime » Keerukus

* Andmekaitse » Sektorieriparadega mittearvestamine

* Riskide leevendamine e Juhiste puudulikkus

* Intsidentidega toimetulek e Kultuurilised ja inimlikud barjaarid

* Investeeringud kiberturbesse  Arieesmirkidega mitteiihildumine

» Kluberturve kultuuri taseme tdstmine e Automatiseerimise puudumine
 Jatkusuutlikkuse parendamine e Standardiseerimata meetrika

* Kuluefektiivsed turbelahendused * Integratsiooni puudumine eksisteerivate

sisteemidega
* Majanduslikud barjaarid
* Fookuse puudumine intsidendi haldusele

Alenka Brezavscek , Alenka Baggia (2024), Recent Trends in Information and Cyber Security Maturity Assessment: A
Systematic Literature Review
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US CISA

NSCS-BE

NCC-AT

NCSC-IE

NC3-LU

TRAFICOM (Fl)

Hellenic Ministry
of Digital
Governance
Government
department

CNCS-PT

CSET

CyberFundamentals
Framework

WKO Online Ratgeber

Cyber Security
Baseline Standards
Self-Assessment Form

Fit 4 Cybersecurity
Assessment Tool

Cybermeter

Cybersecurity Self
Assessment Tool

https://atwork.safeonweb.be/tools-
resources/cyberfundamentals-framework

https://ratgeber.wko.at/itsafe/

https://www.ncsc.gov.ie/guidance/

https://nc3.lu/assessment-testing-and-
training/fitdcybersecurity

https://www.kyberturvallisuuskeskus.fi/fi/palvelumm
e/tilannekuva-ja-verkostojohtaminen/kybermittari

https://mindigital.gr/wp-
content/uploads/2022/03/cybersecurity-self-
assessment.xlsm

Allalaetav rakendus paljude standardite jaoks (NIST
CSF, CMMC). Keskele andmeid ei kogu

Nii vabatahtlikuks kasutuseks kui sertimiseks (Excel),
NIST CSF 1.0

Sisselogimiseta, seansipdhine,kohene vastus,
vordlusalus (kogub andmeid) + soovituste nimekiri, ca
200 kusimust, neljane skaala

Vabatahtlik hindamine, (Excel), NIST CSF 1.0 pohine

13 teemat 5-10 vaitega, skoor Ule 65p on aluseks NC3
muude teensute saamiseks (nt turvatestid), annab
tagasi negatiivsed vastused (rakendusplaaniks)

Vabatahlik hindamine, rakendamise alus (Excel)

Vabatahtlik (Excel)

Online, NIST CSF 1.0, 3-30 kusimust plokkides, kokku
100 kusimust. Kolm vastust — keskmine neist
asjakohane, tulemiks radar ja tervikloend vastustest


https://www.cisa.gov/resources-tools/services/cyber-security-evaluation-tool-cset
https://www.cisa.gov/resources-tools/services/cyber-security-evaluation-tool-cset
https://www.cncs.gov.pt/pt/quadro-nacional/
https://www.cncs.gov.pt/pt/quadro-nacional/

FASLE
Framework for Security Level Evaluation




FASLE
Framework for Security Evaluation

vastus
teistega, ootusega, riskitasemega
ja koikeholmavus + ohud (E-ITS, 1SO27001, NIS2, ENISA TLR)

* Voimalikult
* Uuendamise voimalus nii et vordlusvoimalus sailib (MUSE)

* Andmekogumise tooriist (automaatika) ja andmeprivaatsus

e Andmete taaskasutus erinevate sidusrithmade tarbeks
e Mitmekeelsus

12



— veebi-pdhine td0oriist
FASLE kasutamiseks ja andmete ome
keskele kogumiseks

1. Rakenduste kasutuselevatul jalgitakse rakendustele antavaid igusi ja neid piiratakse.

printsiip — toorandmed ei lahku vastaja juurest

e Serverisse saadetakse vaid (keskmistatud
a n d m e d ) 2. Rakendusi, riihmatarkvara ja kataloogiteenusid on lubatud hallata vaid selleks maaratud administraatoril.

tulemuse naitamise vastajale
esitamine vastajale

e Andmete

3. Kahjurvaravastast tarkvara kasutatakse e-posti serverites rampsposti ja pahatahtliku sisu tuvastamiseks sissetulevates ja

valjaminevates e-kirjades ning e-posti manustes.

Test keskkond: https://mass.cloud.ut.ee/test-massui/#/

E E!Ifﬂl Toote keskkond e |
I o .. 3 giteenustele (directory service) on kehtestatud reeglid.
.
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https://mass.cloud.ut.ee/test-massui/

| v v v

—[ E-ITS Baseline Catalogue [ Basic I Standard High

Essential, aggregated, technology independent Excluded
Basic measures divided into three levels (not mandatory for all)

PR

A
Initial I Defined I Basic IStandard

ISMS (Information Security Management system)

ORP (Organisation and Personnel)

CON (Concepts)

Process modules

OPS (Operation) Attributes evaluated on a four-level scale

I
I
I
I
I
I
I
I
I
I
I
I
I
I
— I
] DER (Detection and Reaction) Implemented with significant deficiencies :
I
I
I
I
I
I
I
I
I
I
I
I
I
I

APP (Applications) [ Implemented with a few shortages

Fully implemented

SYS (IT Systems)

IND (Industry IT)

System modules

NET (Networks and Communication)

INF (Infrastructure)

Seeba, M., Mases, S., MatulevicCius, R. (2022). Method for Evaluating Information
Security Level in Organisations. In: Guizzardi, R., Ralyté, J., Franch, X. (eds) Research
Challenges in Information Science. RCIS 2022.




Results 01.12.2023

<0.75 INITIATED
[ erused Eesmrk

Y B Language selection

Good practices have not been
implemented, risks have not
been recognized, and
management has not taken the
initiative. Security activities are
sporadic and instead initiated at
the grassroots level

Generate PDF

Save detailed
answers to local

>=0.75and <1.5 Processes and activities are disk

DEFINED initiated on an ad hoc basis.
Documents have been prepared Save summary
but are partially outdated or do etadata to local
not correspond to reality. disk

>=1.5 and <2.25 Practices work and are

" BASIC documented, resources are

planned, and roles and
responsibilities are allocated.
Regularity of activities has not
yet been achieved.

>2.25 STANDARD  Organizational policies and

ors Ner principles are clear. Activities are
monitored and traceable, and
activities are standardized and
documented. Continuous
oeR e improvement is taking place.
Exceptions are monitored.
Results compared to benchmark
[ rutemused 2050-a-piostuiemes [ 2023 a piloot tulemus [ émaretmsions [] ke [ Transpordiamet [] Vee- ja kaugkiitateanuse paiciad
15 ~
w
o

Process dimensions System dimensions

ISMS Situation of the and p of the 's APP  Situation assessment of software, groupware, directory services, and subscription
information security management system, including the involvement of software including secure of updates, need-based

of and allocation of resources and asset accesses, and logging.
mapping

ORP Situation of ion security including usage rules for SYS Situation assessment of the hardware solutions and management (including setup,
computers and other devices, personnel policy, identity and access rights monitoring, and management) like servers, computers, tablets, phones, removable
management, and training. data media, and virtualization solutions.

CON Situation of the i 's basic i security concepts used IND Situation of secure and moni and safety
for all other areas, including backups, archiving, development, personal data of machine tool control computers, sensors, robots, lab and diagnostic equipment,
protection principles, and cryptography-related procedures and awareness. In warehouse systems and other industrial IT systems.
addition, data exchange agreements between data exchange partners.

OPS Situation of the isation's IT operation regardless of NET Situation assessment of network, network components, telephone communications
specific hardware, software, or network This includes the management, computer network project timeliness, regular updating, and outdated
and documentation of Cloud services and remote work. and unsafe solution avoidance (default passwords and manufacturer-unsupported

solutions).

DER Situation assessment of security incident management, related activities (including IT INF Situation assessment of security management for buildings, rooms, cabling, mobile

forensics), audits, and emergency preparedness (including exercises)

workplaces, vehicle IT solutions and smart houses. Compliance with building fire safety

requirements, special safety requirements and location in facilities for protected rooms,
and the inclusion of smart infrastructure in the security policy are considered

Maturity levels
e T

Defneeritud [ Poniturve Standardturve

— INITIATED

— BASIC

—— DEFINED

—— STANDARD

The need to deal with information security has
been acknowledged and addressed.

Practical basic activities have been implemented
to manage information security

Formal processes have been agreed, and the
necessary information security supporting
documents have been prepared.

There are clear organisational policies and
principles. Activities are standardised,
documented, regular and monitored. There is
ongoing monitoring and improvement

rganisatsioon ja CISO

Hinnang 10 dimensioonis
Riski tasemed
Vordlus ootusega (roheline joon

Vordlusalus teiste sektoritega

Turbedimensioonide selgitused

Kipsustasemed detailsemalt

https://mass.cloud.ut.ee/massui/



Sektorite vordlus
20230kt-20240kt

Expectation level

Average

Sector average

Haridus
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Estonia vs TSehhi — Haridussektor 20240kt

domain = Education
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TR T

02 ; J ’ o { 3 CZ (12)
0.0 I -0

ISMS ORP CON OPS DER APP SYS NET INF IND
dimension



Kasutuslood (andmete taaskasutus NIS2 jargi)

POlIItIka kujundaja e Teadlikkus, toetusmeetmed, muutuste jalgimine

s

Ja e | eva |Ve e Automatiseerimine, fokusseerimine

EN |SA e Teadlikkus, vordlus

e Fookuspunktide seadmine, muutuste jalgimine

e Teadlikkus, tegevusplaan, vordlus teistega, auditiasendus

e Teadlikkus, vordlus teistega




Teekaart: Q2 2025

Uldteadmised

Wizard 1.0

Individuaalne

Ankeet

Rakendaja
o
|I Sisend
>
t
Turvataseme

hindamise tulem

A 4

Eel-
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E-ITS & E-ITS Portaal

koos masinloetavate turvameetmetega




KUpsushindamise tulemused
2024 nov - dets

E-ITS & FASLE (Framework for Security Level Evaluation)

Sten Mases, Mari Seeba



E-1TS

E-ITS etalonturbe kataloog esitab
ohtude torjeks kasutatavad

meetmed moodulitena.

FASLE

FASLE aitab moodulgruppide
kaupa turvataset hinnata.
(Framework for Security

Level Evaluation)

ISMS

ORP

CON

OPS

DER

APP

SYS

NET

INF

IND



ISMS APP

Eesmark

* Tulemused “rohelises”

* Dokumentatsioon ja
Praktilisus peavad olema w
rohelises (seadusest

tulenevalt).

* IND voib olla nullis, kui
toostusautomaatikat,
robotseadmeid pole. PER

I 1Keskmine Teadlikkus [___] Dokumentatsioon Praktilisus [_] Kuipsus



ISMS APP

Tulemused keskmiselt

e Keskmiselt laheb pigem hasti

* ISMS moodulgrupp vajab

CON IND

rohkem tahelepanu (infoturbe
haldus, juhtkonna kaasatus...)

DER INF

I 1Keskmine Teadlikkus [___] Dokumentatsioon Praktilisus [_] Kuipsus



ISMS APP

Dokumentatsioon
& Praktilisus // NN

* Praktilisus Uldiselt kdrgem
kui Dokumentatsioon — see
tahendab, et pigem tehakse
asjad kdigepealt ara ja hiljem

CON | ) IND

dokumenteeritakse.

NET

OPS

* Dokumenteerimine aitab tagada

jatkusuutlikkust.

DER INF

I 1Keskmine Teadlikkus [__] Dokumentatsioon Praktilisus [__] Kipsus



ISMS APP

Kipsus ehk Standardturve / \

» KOrgema klipsustaseme

meetmete rakendamisel vajavad
rohkem tahelepanu:

* ISMS — juhtimine

* OPS - kaidutood

* DER —avastamine, reageerimine

DER INF

I 1Keskmine Teadlikkus [___] Dokumentatsioon Praktilisus [_] Kuipsus



ISMS APP

Tulemused — EDU

* Valdkonniti on tulemused vaga
erinevad.

» Sageli on siisteemimoodulid (joonisel
paremal) paremas korras kui
protsessid (joonisel vasakul).

* Koolides vajab rohkem tahelepanu:

* ISMS — juhtimine ja haldus

* DER —avastamine, DER INF
reageerimine, audit

I 1Keskmine Teadlikkus [__] Dokumentatsioon Praktilisus [_] Kuipsus



Jooned graafikul

F--l

[
[

Keskmine — teiste joonte keskmine
Teadlikkus — Infoturbega tegelemise vajadus on teadvustatud ja sellega tegeletakse.

Dokumentatsioon — Formaalsed protsessid ja vajalikud infoturvet toetavad dokumendid.

Praktilisus — Rakendatud on praktilised tegevused infoturbe haldamiseks.

Kipsus — On selged lile-organisatsioonilised poliitikad ja printsiibid.
Tegevused on standardiseeritud, dokumenteeritud, regulaarsed ja jalgitavad.
Toimub pidev seire ja parendamine.



-

ITS moodulid (eits.ria.ee)

e SUsteemimoodulid:

APP — tarkvara ja koost6o lahendused — rakendused, ORP

videokOne tarkvara jms

SYS — saab kdega katsuda ehk riistvara — serverid, telefonid.
Endpoint’id ehk |6ppseadmed

IND — toostusautomaatika ja robotseadmed, SCADA
kontrollerid

NET — vorguseadmed, mida kasutajad ei napi — ruuterid,
tulemutrid

INF — taristu, hooned, ruumid, seadmekapid, kaabeldus,
’F]arl%a%majad, hooneautomaatika, varkvork. RKAS peamiselt
alda

CON

* Protsessimoodulid:

DER — avastamine, reageerimine, parendamine ehk audit

OPS — kdidutodd — sarnased asjad, mis tuleb tehniliste asjade
puhul teha. Naiteks valjast tellimise moodul. Uuenduste
paigaldamine. Juhendid admin tasemele.

CON - uldised asjad, mis kehtivad nii kasutajatele kui ka
sisadminnidele. Kehtivad igal pool, aga ei ole otseselt kuskil
teises kategoorias. Naiteks isikuandmete kaitse, andmete
varundus ja havitamine jms.

ORP — organisatsioon ja personali korralduslikud asjad — kes
meil t66l on, kuidas me neid dra saadame.

ISMS — juhtimine ehk haldus, ressurside jaotamine, vastutus,
jarjepidevus.

OPS

DER

APP

SYS

NET

INF

IND
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Olek vs protsess Madddikute paljusus ja Eesti katsetused
taasavastamine

Mootmise keerukus Saab minna
usaldusvaarsus pigem paremaks



Me ei saa moota ,
aga saame seda, mida me selle jaoks !

Aitah kuulamast! Mari.Seeba@ut.ee
Mari.Seeba@ria.ee
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