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Introduction

Standardization of PQC = first step in the process of actual deployment
Existing work:

Timelines, "Migration Challenges’,
The Issue:

How to actually migrate? Does a general security engineer have
everything in his disposal for that?

Our work:
Exploring and supporting current FOSS state-of-the-art
Focus on engineering aspects of PQ implementations
Gather experience, problems, and remarks
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https://english.aivd.nl/publications/publications/2023/04/04/the-pqc-migration-handbook

Our Methodology

ldentify, Prepare, Implement, Adapt
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Our Methodology

Identify

All PKI objects and their lifetime in the system
Prepare

MTUs, data formats (DER, PEM, JOSE, serialized, etc.)

Technological constraints
Implement

Utilize available open source tools step-by-step
Adapt

Custom wrappers, pull requests

Expect future changes
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Our Methodology: BPMN Example
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e-Governance Applications

Authentication, Encryption, Digital Signature, and e-Voting Frameworks

7 Public <y CYBERNETICA



Web-elD (Authentication Framework)

- Authenticate users to web application via browser interface
 Web service + authentication framework + authentication device

» Nextcloud file server

- |ID cards - ESP 32 embedded device (Dilithium5 or Falcon1024)

[ General authentication infrastructure overview

Docker image / Server __C_*j{‘f[']?_/_'_:_"_e_f_o_’f / Edge Windows /Linux/MacOS
Y aciuiatete e N o |1 p(s) \ 1
! module app i ; (PQC libElectroniclD |nterface] '
. [Nextcloud C|Oud Storagej installation PQC Web elD 2FA Appj [Web eID JS |Ibl’ary} , : ineriace mplementaiion .

: g er Messaging AP : ‘
) ! Mes g ngi [Extended Web-elD}

. - | :

! (PQC Validation library for | " our PHP wrapper for | | i | Web-elD Browser | 27" 5 Native A

1 1 1 pp

N PHP ‘%— libOQS Jon Extension ' !
. S 1 commnicaton
Other applications :r C o User
....................................................................... I

ESP32 Embedded Device (Arduino framework)

5 " Interface file for SWIG (allows PQC

| implementation in other programming languages) |

b ’ | : [Translatlon Iayerj Crypto layer
: ) - P layer

| our Python wrapper for | Python Connector

I { ’ PP | - ‘ ‘ Logical layer Storage layer Helper layer

libOQS application

=
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https://github.com/Muzosh/Post-Quantum-Authentication-On-The-Web

CDOC2 (Encryption Framework)

defining the process of securing, storing, and exchanging
encrypted messages (.cdoc files)

1-to-many, expects RSA, EC or symmetric keys
Now also CRYSTALS-Kyber (BC)

Qi pher“text/ en caPSula‘t on

l KEK__.encr\yp‘tecX‘

T
KEK 4 KEK_encr‘yp‘teJ ¢ )ﬁh,
—_— n usin it _ 5,
g or > ( g v @ %M\__ji—J KYBER__,@AQQPSula'te C Qﬁ*) /
328 th‘ed __secret/secret
i\ Sy (kex ted) KB
Ot n usin (f ft —encryple e A E?\ O»«‘-f
/ b T RsA enerypt C S0 using (D) - e same with (D -
. @ -
) HHK —7 e é‘;‘ﬁ
- Ot /
HKDF S FMK ~. HKDF / HKDF . FMK — HKDF
extract O expand extroct O e,xpomd
/ 32B \ \ 328 \
N\ CEK 7\ CEK
Sender o \ Sender O \
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https://installer.id.ee/media/cdoc/cdoc_2_0_spetsifikatsioon_d-19-12_v1.9.pdf

ASiC-E (Digital Signature Framework)

10

= file and structure (container) specification binding one or more digitally
sighed objects together (.asice files) under elDAS regulation

ETSI TS 102 918 v1.2.

Long-term availability and integrity of files within the container

PQ version of

of
liIbOQS

CMD app
Container creation

Signer

Notice

This is an invalid signature or malformed digitally signed file. The signature is

not valid.

~ TECHNICAL INFORMATION

SignatureXAdES_LTA.cpp:203 Signature validation
SignatureXAdES_B.cpp:695 Failed to validate signatureValue.
Digest.cpp:144 Digest method URI 'dilithium3' is not supported.
SignatureXAdES_B.cpp:675 Unable to verify signing certificate
SignatureXAdES_B.cpp:669 Signing certificate does not contain
NonRepudiation key usage flag

OCSP.cpp:211 Failed to verify OCSP response.

digital envelope routines:0 error:0300007 2:digital envelope routines::decode
error

OCSP routines:0 error:13800082:0CSP routines::no signer key

Public

Attribute

Signer's Certificate
Signer's Certificate issuer
Signature method
Container format
Signature format
Signature policy

Signed file count

SPUri

Hash value of signature
OCSP Certificate

OCSP Certificate issuer
OCSP time

OCSP time (UTC)

Signing time (UTC)
Claimed signing time (UTC)

Signature

Value

intermediate-cert.pg-ivxv.cyber.ee
root-cert.pg-ivxv.cyber.ee

dilithiun

application/vnd.etsi.asic-e+zip
EPES/time-mark

21.0

5

htty www.sk.ee/repository/bde pec:
3051300D 0609 60 864801 65 03 040z
intermediate-cert.pg-ivxv.cyber.ee
root-cert.pg-ivxv.cyber.ee

21.09.2023 14:54:27 +02:00

21.09.2023 12:54:27 +00:00

21.09.2023 12:54:27 +00:00

21.09.2023 12:54:27 +00:00

<y CYBERNETICA


https://github.com/thorgate/pyasice
http://www.apple.com

IVXV (e-Voting Framework)

N

= ongoing development of Estonian
e-Voting framework named VXV
Components:
PQ-IVXV source distribution
PQ-ASIiC-E
Vote application, Vote verification
Registration service TSA
Citizen PKI, OCSP, and TSA

Custom lattice-based protocols
Vote Encryption, MixNets, MPC, ...

Public

Voting Period

1. User Auth (ID card)

——
7 A lst of candidates LC g O
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PQ Engineering Obstacles

Algorithm Identifiers, Object Encoding, Interoperability Awareness,
Cryptographic Tokens, Maturity of PQC, and Misc.
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— Algorithm Identifiers

- ASN.1 Object Identifiers

 Wild West

Algoﬁ‘thm Identifiers

[ N
12.614.1.2.267.7.%.7
CRYDI-5
l/\'t'tPi//Ww.u/S,opa /.
- J

« OQS - BouncyCastle > OQS - |[ETF Hackathon - 7?7

* ML-KEM vs CRYSTALS-Kyber?

- JSON Web Algorithms

- PQ alternative to ES2567
- Recent RFC, but only for KEMs

- XML Signature Syntax Algorithms

- Defined URLs for digital signature algos

« E.g.: http://www.w3.0rg/2001/04/xmldsig-more#rsa-

sha?256
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https://github.com/open-quantum-safe/oqs-provider/issues/351
https://github.com/open-quantum-safe/oqs-provider/blob/main/ALGORITHMS.md
https://github.com/bcgit/bc-java/blob/91c3c6018ab353f653749b9b56d6de384a31ec3c/core/src/main/java/org/bouncycastle/asn1/bc/BCObjectIdentifiers.java
https://github.com/IETF-Hackathon/pqc-certificates/blob/master/docs/oid_mapping.md
https://www.ietf.org/archive/id/draft-reddy-cose-jose-pqc-kem-00.html
https://www.w3.org/TR/xmldsig-core1/#sec-Algorithms
http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
http://www.w3.org/2001/04/xmldsig-more#rsa-sha256
http://www.w3.org/2001/04/xmldsig-more#rsa-sha256

Object Encoding

Raw bytes - interoperability heaven
Already implemented ASN.1 RFC drafts? Why?

Most crypto libraries have classical algorithms
hard-coded

PHP extension for OpenSSL, PHPSecLib
cryptography, asnlcrypto (Python)
crypto (Go)

Two options:
Extend vs circumvent

1 Public
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— Interoperability Awareness

- Growing with system complexity
* Active thinking about all components
- ldentifiers, encoding, MTU, processing

SL/SteM
U Component 1] < = [Componen‘t 2]}
15 % CYBERNETICA
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Cryptographic Tokens

- Stharteards
» Chip manufacturers?

Embedded devices for local testing
purposes

- Performance OK (ESP32-S3)
- Memory OK, but complicated

- Safety not OK (ho HSM, TPM,
not certifiable)

» Protocol adjustments might be
required (staek - heap, streaming)
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https://research.cyber.ee/~janwil/publ/pqauth.pdf
https://research.cyber.ee/~janwil/publ/pqauth.pdf

Maturity of PQ Custom Crypto
PQ Crypto Maturity

What if application requires: e ~ )
Multi Party Computation? [D33- Sig. [ KEMS]
Homomorphic Encryption? 7
Special features?

e.g. ElGamal in vote encryption - special l MPC l ‘ HE l
decryption without private key }

Still lot of R&D to be done ’ —

zkp | T
- )
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Miscellaneous PQ Engineering Efforts

All the little things
(OQS-)OpenSSL encodes private keys as:
0x04 or 0x03 || length || private_key || public_key
Custom wrappers - data type conversions
Adding single lines into dependencies' files to support PQ
Build issues, insufficient or confusing documentation
State of PQ-TLS server and client implementations

Hybrid Mode

18
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Conclusions

Experience report
Multiple e-Government projects of various sizes
PQC implementation is far from straight-forward
Engineering issues that need collective resolution

Standardization is crucial, but considering the general advice is to
start implementing now:

Brace yourself (or your engineers/developers)
Document

Share

Contribute
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— Thank you for listening!

Resources:

e links in presentation slides
e references in the paper

e Notes on PQC in PHP

https://cyber.ee/

info@cyber.ee

cybernetica
CvyberneticaAS

Petr Muzikant, petr.muzikant@cyber.ee

ORVAIORS),

cybernetica_ee

Jan Willemson, jan.willemson@cyber.ee
Peeter Laud, peeter.laud@cyber.ee
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https://cyber.ee/
mailto:info@cyber.ee
https://twitter.com/cybernetica
https://www.facebook.com/CyberneticaAS
https://www.instagram.com/cybernetica_ee/
https://www.linkedin.com/company/62561
mailto:petr.muzikant@cyber.ee
mailto:jan.willemson@cyber.ee
mailto:peeter.laud@cyber.ee
https://github.com/Muzosh/OQS-openssl-in-PHP

