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Develop a cross-border joint cybersecurity research and 
innovation strategy aligned with Czech and Estonian smart 
specialisation strategies and Europe’s digital society and 
cyber-security goals

Develop a training strategy for both regions to increase cross 
border/sectoral cooperation and skills around the six priority 
areas

Raise visibility, citizen engagement, technology transfer, 
entrepreneurship training, staff exchange, and mutual learning 
in cyber-security

What is CHESS?
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Chess in CHESS 

Bridging the minds, where 
cybersecurity prevails over 
the classic strategies

https://www.facebook.com/ChessExcellenceHub?__cft__[0]=AZVw4JMLtzIlcuSEXRakf39WRzNNtkGkXo3sMJPghYYA03hBPRbQoTPQu-P68rd8qLkDpSniGhu8Qlh06w2s_pqycn5nVSljCxep6ZNNVGhvTvKxvYVW_IOwjeTfirGtda1Ma5MI8OalsUwQ81vf7MrD8yie0MDeDvx1WGUjCvnMdcV2U9yKOmADURkaaA_169Q&__tn__=-]K*F


Internet of Secure Things

Security Certification

Verification of Trustworthy Software

Security Preservation in Blockchain

Post-Quantum Cryptography

Human-centric Aspects of Cybersecurity
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Security Preservation in 
Blockchain

Leading blockchain-related challenge area
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Security Preservation 
in Blockchain
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Decentralized and 
distributed ledger technology that 

securely records and 
verifies transactions across a 

network of computers



Security Preservation 
in Blockchain

Do you need a Blockchain?
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https://chess-eu.cs.ut.ee/reseach-ar
eas/security-preservation-in-blockc
hain/

The answer is CHESS

https://chess-eu.cs.ut.ee/reseach-areas/security-preservation-in-blockchain/

https://chess-eu.cs.ut.ee/reseach-areas/security-preservation-in-blockchain/


Security Preservation 
in Blockchain

● Self-sovereign identity in the data exchange systems
● Blockchain for secure intelligent vehicles
● Blockchain operations protected by cryptographic 

hardware
● Coin Mixers for blockchain transactions privacy
● Methods for more compact and secure blockchains
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https://chess-eu.cs.ut.ee/reseach-ar
eas/security-preservation-in-blockc
hain/



Securing Organisational Identity 
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Securing Organisational Identity 

Data Exchange Systems

● E-government infrastructure
● Private companies network

For example, X-Road and UXP
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Mariia Bakhtina, Jan Kvapil, Petr Švenda, and Raimundas Matulevičius. “The Power of Many: Securing Organisational Identity Through Distributed Key Management”. In: Advanced Information Systems 
Engineering (CAiSE). Cham: Springer Nature Switzerland, 2024, pp. 475–491. 
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Private key Public key

Distributed Key Management System 
for Organisational Identity



Distributed Key Management System (DKMS) 
for Organisational Identity
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ODI controller
(Custodian)

Private key

Mariia Bakhtina, Jan Kvapil, Petr Švenda, and Raimundas Matulevičius. “The Power of Many: Securing Organisational Identity Through Distributed Key Management”. In: Advanced Information Systems 
Engineering (CAiSE). Cham: Springer Nature Switzerland, 2024, pp. 475–491. 



Distributed Key Management System (DKMS)
for Organisational Identity
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Mariia Bakhtina, Jan Kvapil, Petr Švenda, and Raimundas Matulevičius. “The Power of Many: Securing Organisational Identity Through Distributed Key Management”. In: Advanced Information Systems 
Engineering (CAiSE). Cham: Springer Nature Switzerland, 2024, pp. 475–491. 



Distributed Key Management System (DKMS)
for Organisational Identity
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• Distribution of trust among the organisational parties – employees and IS components 

• Maintaining access control in case of employee turnover

• Cryptographic enforcement of access policies 

Mariia Bakhtina, Jan Kvapil, Petr Švenda, and Raimundas Matulevičius. “The Power of Many: Securing Organisational Identity Through Distributed Key Management”. In: Advanced Information Systems 
Engineering (CAiSE). Cham: Springer Nature Switzerland, 2024, pp. 475–491. 



Security Risk Management for 
Teleoperated Driving Systems
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Applied Research on Cyber Security of Smart City Mobility Solutions









Structured Approach to 
Cyber-Physical Security in 
Automated Manufacturing
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The FAST approach

Function Asset Security Threat Treatment



Example: FAST in Action



A Model for 
Security Risk Management in 
AI-Supported Applications
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Why Secure AI/ML Systems?

Rapid integration of 
Artificial 

Intelligence/Machine 
Learning into 

Organizational 
Processes

Threats Vulnerabilities

Icons from https://www.flaticon.com/

A model for security risk 
management in 
AI-supported applications
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Why Secure AI/ML Systems?

Challenge Gaps

Evolving Threat 
Landscape

Unified Framework 
for AI/ML Security

Development of a 
Conceptual Model to 
address AI/ML 
Security at each 
level of the lifecycle

Regulations/Frameworks
● EU AI Act
● ISO/IEC
● NIST RMF 
● MITRE ATLAS
● OWASP

Related works

A model for security risk 
management in AI-supported 
applications



Model for SRM in AI/ML Systems

● Definition of the lifecycle 
of AI/ML system

● Definition of assets for 
AI/ML systems

● The activities taking place 
within each lifecycle phase

● Threat Modelling for AI



Threat Modelling for AI/ML Systems (When not How)



Model for SRM in AI/ML Systems
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Interested to develop Secured 
AI/ML Systems?

A model for security risk 
management in AI-supported 
applications



Forensic-Ready Software 
Development Framework
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Forensic-Ready Software Development Framework

Assets, Risks, & 
Goals

Define Forensic 
Readiness 
Scenarios

Elicit 
Requirements

Evaluate & Verify

Implement 
Controls

05



BPMN for Forensic-Ready Software Systems
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0
5Define 

Forensic 
Readiness 
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FREAS: Forensic-Ready Analysis Suite 

34

0
5

Evaluate & 
Verify



Forensic Readiness vs. Privacy
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0
5

Elicit 
Requirements



What Can YOU Do for Forensic Readiness?
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0
5
?

● Do you have an interesting case?

● Got an idea about forensic-ready systems?

● Does your system/method needs to work with evidence?

● Try FREAS: https://freas-tools.github.io/wiki/



Process-Oriented Security 
Risk Management
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Security risks in complex processes

● How to detect security risk outliers in the complex process 
execution and provide usable insights?
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Car Sharing Case Study

● We partnered up with a Czech car sharing company Autonapůl.

● Identify carsharing processes and key assets.

● Develop normative process models.

● Define security risk scenarios.
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Process Mining Utilization

● Conformance checking used to detect the outliers in the process execution.

● Visual analytics techniques allowing the analyst to gain insight and assess 
the severity of the security risk.

A very nice picture of a 
process-oriented outlier :)



F4SLE: Framework for 
Security Level Evaluation
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Framework for Security 
Level Evaluation

Teleoperated Driving 
Systems 

Forensic-Ready 
Software Development 

Process-Oriented Security 
Risk Management

Organisational Identity 

Security Preservation in 
Blockchain

A Model for AI-Supported 
Applications

Cyber-Physical Security in 
Automated Manufacturing

49https://infosec.cs.ut.ee 



X 
https://x.com/CHESS_EU

Facebook: 
https://www.facebook.com/ChessExcellenceHub

LinkedIn 
https://www.linkedin.com/company/chess-cyber-security-excellence-hub/

https://chess-eu.cs.ut.ee 



https://chess-eu.cs.ut.ee 



SP2I 2025 
at ARES 2025, Ghent, Belgium

Workshop Chair
• Lukas Malina 

Brno University of Technology, Czech Republic

• Raimundas Matulevičius
University of Tartu, Estonia

• Gautam Srivastava
Brandon University, Canada

Important Dates
• Submission: 5 May 
• Notification: 25 May
• Conference: August 11 – August 14

https://2025.ares-conference.eu/program/sp2i/



NordSec 2025 
Tartu, Estonia

General chair:
• Raimundas Matulevičius

University of Tartu, Estonia

Program chair:
• Liina Kamm, Cybernetica, Estonia

• Mubashar Iqbal, University of Tartu, Estonia

Important Dates
• Submission: 17 August
• Notification: 19 September
• Conference: 12-13 November

https://nordsec2025.cs.ut.ee/



NordSec 2025 
Tartu, Estonia

General chair:
• Raimundas Matulevičius

University of Tartu, Estonia

Program chair:
• Liina Kamm, Cybernetica, Estonia

• Mubashar Iqbal, University of Tartu, Estonia

Important Dates
• Submission: 17 August
• Notification: 19 September
• Conference: 12-13 November

https://nordsec2025.cs.ut.ee/

Brokerage event in Delta 

11. November, 2025


