Security in
Automated
Manufacturing: A
Function-Driven

Approach

Vjatseslav Antipenko
Supervisor: Prof. Raimundas Matulevicius

Institute of Computer Science
University of Tartu

CaiSE 2025, Vienna, Austria, 18.06.2025



Images/ut_logo.svg







Why This Matters

i Digitalisation boosts efficiency — but expands
attack surfaces.

& Supply chain interconnectivity amplifies risk.

A Operational Technology systems face impactful
threats: downtime, damage, and loss.

=~ Standards exist (ISO, NIST) — but are too heavy
for SMEs.

‘X Service providers dominate, guidance is lacking,
and budgets are tight.
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Phase 1:

RQ1: How can security risks in automated systems
be managed?

* Review existing frameworks & Risk management methods
* Identify limitations in classification models
* Develop a function-based security classification model



Phase 1: The FAST approach
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Phase 1: Components
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Phase 1: The FAST breakdown
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Phase 2:

RQ2: How does FAST support compliance with
NIS2 and CRA?

 Map FAST to NIS2 and CRA
* |dentify compliance gaps & propose adaptations
* Develop compliance guidelines



Phase 2: sneak peak

NIS2 coverage distribution by FAST CRA coverage distribution by FAST
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Phase 3:

RQ3: How effectively does the FAST approach
identify, classify, and mitigate security threats in a
simulated environment?

« Test FAST in a digital twin simulation
« Evaluate effectiveness in identifying and mitigating threats
« Validate functional classification in controlled environments
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Phase 4:

RQ4: What are the organisational, technical, and
economic barriers to implementing FAST in real-
world manufacturing environments, and how can

they be mitigated?

* Pilot FAST in real-world manufacturing
* Analyse implementation challenges
* Develop an industry adaptation roadmap
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