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CHESS * Proactive steps towards incident investigation

Forensic Readiness
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CHESS * Proactive steps towards incident investigation

* Forensic-ready software (forensic-by-design)

What to implement? — Risk assessment




* processed lawtully, fairly and in

. . )
a transparent manner Does it mean that the evidence can be

changed?
* collected for a specified, explicit
and legitimate purposes
* adequate, relevant and limited to * Possible deletion of potential
what is necessary evidence?

* accurate and, where necessary,
kept up to date

* keptin a form which permits identification of . :
data subjects for no longer than is necessary I\;I&Z,an,%&mcess the high data




€1,2 Billion Questions

Does forensu: ready software infringe
on privacy?

Can the forensic-ready software be
justified?

Can forensic- ready software not
infringe on privacy?



Goal Modelling CHESS

Evidence
Secure

Represent the two qualities as goal models

Integrity Access to
An a |yse re | atio ns h | pS protection evidence audited




CHESS Research question

Estonia and South Moravia

How to resolve the conflicts between
the goals of forensic readiness and
the goals of privacy?
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Cyber-security Excellence Hub in
Estonia and South Moravia

GDPR Goal Model

Model Goals

Analyse Conflicts

Representative of privacy legislation
* Only articles 5-23 in scope

Outline Patterns

Goals derived from articles

* Top-down on ,how" to satisfy them
* Bottom-up on a common ,why*

* Limited to sub-paragraph level
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Model Goals

Rowlingsons’s Ten-step guide Analyse Conflicts
* Well-known implementation guideline
* [ack of detailed legislation Outline Patterns

Goals derived from the ten steps

* Top-down on step content
* Bottom-up on a common ,why*

Rowlingson, R.: A ten step process for forensic readiness. Int. J. Digit. Evid. 2 (2004) 12




Foren5|c Readlness _m_

Established C H E S S

Cyber-security Excellence Hub in
Estonia and South Moravia

/ Deficiencies Identnﬁed .

Model Goals
mplementatlon Planne
arios That Require
S R Available Potential
LoplEE e Evidence Identified (S2
(s1) .
Analyse Conflicts
Evidence Collection
equirement Determin
(S3)
Outline Patterns
RISkS to Business Eg:‘z?cagsgﬁéi Pfesent Evidence Source Location of Potential Potential Evidence
Assessed Elicited Identified Evidence |dentified Properties Known
Ewdenoe Deﬁaency Ewdence Factors |dence Collection Cost
Selected Addressed Efrectweness Analyze
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Cyber-security Excellence Hub in
Estonia and South Moravia

Model Goals

Goals selected and plotted  Patterns emerged from the

Into a matrix matrix Analyse Conflicts
* Assessed each cell *  Formulated with
* Conflict * Problem description Outline Patterns
* Alignment * General resolution outline
* No relationship * Reviewed from a legal perspective

Goal Conflict Analysis

14




s9|didulud d1seq

siseg 8UISS920.4(d
eleq |euostad

MAA <
c Slk< <
o O
S 0
& a|< < O O
5 5l <
wm << oo
- ol<< < @)
i < <VLLVLLU
AT
Q
(7))
C
a
g o
z s
nI
%PAA <
m Q < Vo Vo
= < O O o Lo
<< SN
<< <€ <C <C o
<< << O ICICOICCO O (@)
<< <<
<C << << VOO VO
M < < << < () (@)
= << O ©
m < <<
o < <<
3 <
M <
o < O O
m <
o U L o |0 © VLo
<C << <€
< < O O
<
@) OO0 |« Vo Vo
c < <
° |«« <
]
mmAAA < < <
mm <<
T A< OO <o
m. < L << <
= U O SXS Ou Lo
" << < A< C <
.mm < <
c = <
[«D e
o S| < o (ON® O O
C ©
2=
paulwJialaq
pajuawa|dwy| pa1dadsay

13([gns eieq jo s1ysiy

15



Cyber-security Excellence Hub in
Estonia and South Moravia

Conflict Patterns

Basis (Art. 6)

Model Goals

ome data processing bases are not suitable Analyse Conflicts

* Consent — can be revoked at any time
* Vital interest — data can be used against the subject

Outline Patterns

Resolution
* Use only suitable bases (e.g., contract)

* Legal obligation

*  With explicitly specified regulation (e.qg., cybersecurity)
* Legitimate interest

* Based on, and appropriate to risks

16
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Limited Retention (Art. 5.1.e)

Model Goals

Data cannot be stored indefinitely Analyse Conflicts

* Not practical and not justifiable
* Diminishing returns in investigating long-past incidents

Outline Patterns

Resolution

* Establish a feasible investigation period
* Based on specific scenarios

* Delete data afterwards

* Effectively, when not useful enough
17
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Based on risk-based methodology

* Forensic-Ready Information Systems Security
Risk Management (FR-ISSRM)

Scenario enhancements
* Enrichment of ride telemetry
* Investigation of car theft and access token misuse
* Adding potential evidence
* Remote car data storage
* Investigation of car theft, supporting evidence release
* Preservation of potential evidence

Forensic Readiness Design
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https://freas-tools.github.io/wiki/
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«Processor»

Filing System does not limit storage [Art. 5(e)] % ©<<N°tReq“fred’> ServiceProvider DY authorizes

(©) FilingSystem

data_storage: true |  _ __ _ _ -~
storage_limited: -0 \

<4 implements

C «NotRequired»

: ‘ Consent is missing [Art. 7]%
@ ProcessingSystem

confidentiality:true @ SecurityMeasures : \/ ,
integrity:true © «MissingArtifact»

i b'I'.t -t -<asecures| technologies: TLS Encryption,User Login Consent
availability:true P . @D taHand| «DataSubject»
resilient:true = ataHandler @ Uy clear_purpose:
pseudonimity:true unambiguous: " N
data_minimization:true affirmative_action:
redundancies:true y distinguishable: Model Goals
tested:true Y receives 4 provides specific: )

withdrawable: =
Y performs «personalData» /’f—— freely_given: - ! o
‘ Privacy policy is missing [Art. 13,14] Iﬁ ©D7RideTeIemetry » manifests —

«ProcessingTask» Y
4 3 Monitor_User_Behaviour «MissingArtifact»
© PrivacyPolicy

category: general «NotRequired» Analyse Conflicts

\ - Wy,
Aanifests A requires T

controller_contact_info " 3
dpo_contact_info Y requires
purpose_of_processing
legal_basis
data_recipients

storage_period © LegalGround - ! ~
right_to_access unspecified: true

recorded: false

Y manifests .
Outline Patterns

@ «Artifact»
RecordOfProcessing

name: true
purpose: true

contact_details: true
personal_data_category: true
data_storage_period: true
security_measures: true
third_countries_transfer: true
recipients: true

right_to_rectify
right_to_erasure
right_to_portability
right_to_withdraw_consent
right_to_lodge_complaint
automated_decision_making

consent: false
contract_performance: false

controller_legal_obligation: false

vital_interest_protection: false
public_interest: false
legitimate_interest: false

Privacy Design

https.//dpotool.cs.ut.ee/
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(C) FilingSystem Filing System does not limit storage [Art. 5(e)] C \«NotRequired» | 4 «Processor» C «NotRequired»

data_storage: true
storage_limited:

(€ )ProcessingSystem

confidentiality:true
integrity:true
availability:true
resilient:true
pseudonimity:true
data_minimization:true
redundancies:true
tested:true

Y performs

©) «ProcessingTask»
4 3 Monitor_User_Behaviour

recorded: false

Y manifests

© RecordOfProcessing

C 'ServiceProvider D4 authorizes

<t implements
Consent is missing [Art. 7]

(€C) SecurityMeasures
C Y «MissingArtifact»

Consent

r_purpose:
mbiguous:

affirmative_action:

distinguishable:

Y receives A provides specific:
withdrawable:
(P <«PersonalData» ; freely_given:
Privacy policy is missing [Art. 13,14] \ C D7RideTelemetry smeniest o
c' «NotRequired»

dpo_contact_info Y requires
purpose_of_processing

legal_basis

data_recipients C LegalGround
storage_period

right_to_access unspecified: true

right:to:lodgefcogwplaint publiicfinteresit: false
automated_decision_making | legitimate_interest: false

Privacy Design
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Cyber-security Excellence Hub in
Estonia and South Moravia

Missing basis and consent
° Basis (Art. 6)
* Ride telemetry processed on

Data storage is not limited
° Limited Retention (Art. 5.1.e) Model Goals

legitimate interest (Art. 6.1.f) ) }I’Qelif telemetry stored for one ——
nalyse Contlicts

Proportional to explicitly :
formulated risks Reasonable window for outlin Patterns

investigation
* Diminishing returns after year

* Anonymised afterwards

* e.g., car theft
° Legal obligation also
plausible (Art. 6.1.c)

Conflict Resolution

26




Answer to Research Questions ¥

How to resolve the conflicts between the goals of forensic readiness and the goals of privacy?

Assessment of goal models

Conflict patterns encapsulating resolutions

* Avoiding unsuitable alternatives
* Purpose rooted in risks
* Acceptable limitations

Limited scope

* GDPR articles
* High-level goals




Conclusion

Forensic readiness and privacy can coexist
* |dentified as aligning with goals

Goal modelling shown useful in reconciliation
* Further work needed for fine-grained goals

Conflict patterns
* Guiderails for implementation
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