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Motivation

N

7a &

Growing Challenges in Modern Healthcare Emerging technologies offer new possibilities

@ Rising Costs
.. "y :
& Fragmented Data €« Digital Twins + Blockchain

@ High Demand for Personalized Care
, Toward secure, intelligent, and personalized care
@ Data Security Concerns



Baseline & Problem Context

Digital Twin (DT)
@ Real-time virtual replicas of physical entities

@ Enable real-time monitoring, simulation, and prediction Ensures

Yesdback o Simulation & Data Trust & Security_I
= (?;: e Analytics Engine

v :
Data Acquisition o " Data In ntegratio n& -
J Layer . . Processing .

Physical Entity Virtual Model

Blockchain
<€ Decentralized, tamper-proof, and auditable ledger

\ 4

Physical Design and implement a blockchain-enabled
Healthcare System Framework




Research Questions & Research Method

Main RQ: How can blockchain-enabled Digital Twins enhance healthcare systems?

RQ1. RQ2. RQ3. RQ4. RQ5.

DT Compoment Blockchain Integration Design Implementation Evaluation

Research Method: Design Science Research (DSR)

RS1. RS2. RS3. RS4. RS5. RS6
Problem Identification Objective Definition = Design and Development - Demonstration > Evaluation > s - .
- RQ1., RQ2. - RQ3. - RQ3., RQ4. - RQ4. - RQ5. ommunication
SLR <<artifact>> D . |Design Sub-Artifact1. D
Lays Groundwork Blockchain-Enabled HDT System User Stories (US) Us-01~US-05
A A

Design Sub-Artifact2.
User Cases (UC) UC-01~UC-05

Design Sub-Artifact3.
System Abstraction Structure




Contribution: Blockchain and Digital Twin-based Healthcare System
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Systematic Literature Review (SLR) Answer to RQ1., RQ2.

(DT Components, Blockchain Integration)

Search

Search String: ("Digital Twin" AND "Healthcare" AND "Blockchain™)

Screen Inclusion Criteria (IC), Exclusion Criteria (EC)
$ 3,884 — 1,706— 18 Papers

Extract Extracted ltems Focus: DT Components, Blockchain Integration

Analyze Literature Revigw Questions (LRQs):
+ LRQ1: Identify healthcare use cases of DTs i SLR Findings |
¢ LRQ2: Define key components of DTs in healthcare \,:" @ Inspired system design :
¢ LRQ3: Explore challenges and limitations of HDT @ Identified 6 key components

+ LRQ4: Examine blockchain integration with DTs in healthcare | oo |




Proposed Healthcare Digital Twin Framework Architecture

4-Layer Architecture

| Layer 1./
Physical & Perception Layer

¢ Physical Systems
¢ Data Acquisition

!

Layer 2. Layer 3.

Infrastructure & Digital Twin Processing &

Communication Layer

+ Data Storage —>
+ Edge Processing ]
¢+ Communication Networks

+ Blockchain Integration

Analytics Layer

+ HDT Representation
* Predictive Analytics

—3

Infrastructure Layer [— DT Layer

— Interaction Layer

Wo I"kﬂOW Physical Layer

—
P—

Answer to RQ3.

(Design)

Layer 4.

Interaction &
Decision Support Layer

+ Stakeholder Interaction
* Decision Support



Components of the HDT Framework

6 Core Components from SLR Findings

Physical and Perception Layer

............ ¥ oo

. Physical Entity '

-+ Patient iz 2.c: NSO | .
. ¢ Clinicians )

. * Medical Devices )

* ¢ Healthcare Equipment

. Data Acquisition | Data Transmission
: ! . ¢ Blockchain i
: ¢ loT Sensors . . 3
* + EHR Systems -, * Secure Network Protocols -
:on' | Result : e oues !
3 mERL T . . ¢ Edge Computing L

Infrastructure and Communication Layer| DT Processing and Analytics Layer

Answer to RQ3.

(Design)

|Interaction and Decision Support Layer

“Virtual Model * Feedback & Control .
. . : - o Automated Interventions

- Real-Time DT [ . .
: Re?aaresentztion e——— * Aulomaled Alert :

E ¢ Visual Data Dashboard

lllllllllllllllllllllll -, .---------..-‘:.-...-.-....
" Data Processing & Analytics

"+ AL/ML Modules :

: + Predictive Models L



Proof of Concept

O Physical /

Physical
Entities

v

Arduino
loT

@ Infrastructure /

Data ‘ e
- Transfer [
- Preprocessing L]
- Storage A

v
Blockchain :—r——_-
Data Security =

© DT Processing /

e
PRLRLN

DT Models

Azure DT
Explorer

Answer to RQ4.

(Implementation)

O Interaction /

Visualization == )
Dashboard =

Prototype Implementation Overview

: Al Suggestion

@




Smart Patient Room - Use Case

Design Sub-Artifact2.

User Cases (UC) UC-01~UC-05

O}

UC-01-HDT-POC D
Smart Patient Room

UC-01-HDT POC Smart Patient Room Use Case/

Performs real-time preprocessing and threshold check
for updating status bedore sync with Azure DT

Patient

Processed Data - Data Storage P

Real-time Data Collection

When anomalies detected B; --C_ Alert Notification .
/

71/

g/
55; Al Suggestion —>
N

Provide Data

/

& Preprocessing

Blockchain-based
_____ Encryption & Logging

Encrypts data using AES-GC<;

Smart Patient Room
keyHash stored on Sepolia ETHB[

& DT Updsy " Receive Feedback >

<<extend>>

Dashboard
Monitoring

<<extend>>

‘ Visulizes Data, enables user interactions B'

Verify Data Integrity

Verifies data integrity using local files
and on-chain keyHash; generate audit logs

Clinician

Legend $:|

Arrow Connection

--> Data Flow

<--> [ Data Flow & Feedback Loop

> Contrel Signal

> Extend

Healthcare-DT System

Why? @ Reflects realistic healthcare settings €9 Technically feasible € Covers: monitoring, anomaly alerts, secure data storage
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HDT Framework

Physical and Perception Layer Infrastructure and Communication Layer| DT Processing and Analytics Layer |Interaction and Decision Support Layer
. Physical Ent|ty [ “Virtual Model : : Feedback & Control
+ Patient ___________________________________________ _ Real-Time DT . ¢ Automated Interventions -
" & Clinicians ] Representation 1——>. + Automated Alert .
. ¢ Medical Devices : 1 ; - ¢ Visual Data Dashboard
¢ Healthcare Equipment : ]
E E ----------------------- ® ] < ‘: ............
. Data Acquisition ' Data Transmission  Data Processing & Analytics:
-+ 10T Sensors i EIOCkCh;int e . ¢ AL/ML Modules
) . - ¢ Secure Network Protocols - . - .
. ¢ EHR Syst T L + Predictive Models
. MedicaBI/SReer:uSIts : 1% 00G : :
1 3 - ¢ Edge Computing !

HDT Framework
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Instantiation of HDT Framework

UC-01-HDT-POC

Physical and Perception Layer Infrastructure and Communication Layer| DT Processing and Analytics Layer | Interaction and Decision Support Layer Physical and Perception Layer Infrastructure and Communication Layer | DT Processing and Analytics Layer Interaction and Decision Support Layer

Body A e
k H & Temperature ;T e L

- Physical Entity 1 CVirtual Model : Feedback & Control ] = / ’ (loT) E ,1 E o
: + Patient 3 e * « Automated Interventions 3 Patient ” Heartrate E Gommunicate via secure network 3 1t E ‘?. e
: s §==n] B F = D . b 3 ] loT 3 3 -
: * Clinicians ] I Representation i—— * AubmatedAlen : 1 | fon) : : DT Models ) s
* + Medical Devices 1 : 1 * * Visual Data Dashboard ] ! : ] A
. : : : 3 0 ) . (Deployed on ADT) =
: * Healthcare Equipment 3 3 . i E ] ! a@ Blood Oxygen . Data Ingestion == Data Flow == Data Prepracessing 3 3 Monitoring Dashboard
- -3 N e 7 G : e e e e . 1 ! {loT) 1 : AQ\ . onitoring oart
3 ] i ] : ) . {Alert when anomalies)

! E

Room

l@ Temperature :
(loT)

Data Processing & Analy

[

. ¢ Blockchain

] Room

pom—

+ loT Sensors 7 . 3 + AL/ML Modules 1 : v o . T
* Medi 3 1 q 3 ] dity - % : o ) e .
Medical Results ] B : : : e HU(T;{%"Y ] Blockc\h’ain | AUML Analysis | " Al Suggestion
. . “ T . . {on Sepolia ETH) © Module g . (from DeepSeek)

] T gl Sitsior

HDT Eramework Smart Patient Room HDT Framework
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Smart Patient Room - HDT Framework

Physical and Perception Layer

Body
ﬁ +) Temperature
- . (IoT)

Patient Heartrate
(loT)

! (IoT) :

Room

& 5
l@ Temperature .
(loT) 1

\ Room
é Humidity

(loT)

Room

I L
I ]
| [
| \ . F
! @@ Blood Oxygen

:

I

|

|

Infrastructure and Communication Layer

Data Ingestion == Data Flow == Data Preprocessing

9
3

4

Blockchain
(on Sepolia ETH)

DT Processing and Analytics Layer

Interaction and Decision Support Layer

e ——
———
-
—~—

-

DT Models
(Deployed on ADT)

'./a in

*
Module

* [déal Sithation

© AIIML Analysis °

Monitoring DaS%hboard
(Alert when anomalies)

>
- Al Suggestion
. (from DeepSeek)
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Digital Twin Models

BodyTemperatureDT

Temperature
BodyTemperatureSensor|
Status

hasBodyTemperature

<

HeartRateDT

HeartRate
HeartRateSensorld
Status

SpO2DT

SpO2
Sp0O2Sensorld
Status

PatientDT

Patientld
Name
Gender
Age
Diagnosis
Status

assignedToRoom

RoomDT

Roomld
RoomNumber
RoomType

Status

hasTemperatureSensor

RoomTemperatureDT

Temperature

y» RoomTemperatureSensorld

Status

RoomHumidityDT

Humidity
RoomHumiditySensorld
Status

Defined “Property”, “Relationship”

== Child DT Models (5)

14



DT Models on Azure Digital Twin (ADT) Explorer

-
L NN
{
"@id": "dtmi:hospital:healthcare:room:humidity;1",
"@context": "dtmi:dtdl:context;2",
"@type": "Interface",
"displayName": "Room Humidity Model",
"contents": [
{
"@type": "Property",
“name": "Humidity",
"schema": "double",
“description”: "Humidity level of the room",
"writable":
Jo
{
"@type": "Property",
“name": "RoomHumiditySensorId",
"schema": "string",
“description”: "Unique ID of the room humidity sensor",
“writable":
I
{
“@type": "Property",
“name": "Status",
"schema": "strig",
“description”: "Current status of the room humidity sensor",
“writable":
2
]
}
g

DTDL of Room Humidity Model
(room_humidity_model.json)

DTDL (Digital Twins Definition Language)
“A JSON-LD-based language for DTs’ structure and behavior”

!

Used to define the structure and behavior of DTs
in Azure Digital Twins (ADT)

@ Azure Digital Twins Explorer Preview smart-patient-room-hdt & =] 53 4 @ Xinjian Zhang &,

‘QUERY EXPLORER

SELECT * FROM digitaltwins Overlay results |:| Run Query

TWINS MODELS TWIN GRAPH MODEL GRAPH

Heart Rate Model

dtm :healt..

SpO, Model
dtm

Interface of ADT Explorer

15



loT-Based Data Acquisition

“Enables continuous patient monitoring and environmental awareness for HDT system updates”

3

»DEMO

/ — | ’ Hardware
1 Component Function
Arduino Mega 2560 Central MCU
MAX30102 Heart Rate and SpO, (PPG-based)
MAX30205 Body Temperature
AM2320 Room Temperature & Room Humidity

OLED12864 (SSD1306) On-device real-time visualization

Data Acquisition: Streamed via Serial in compact format

Arduino loT Settings

data#<HR>&<Sp02>§<BodyTemp>&<FingerFlag>&<RoomTemp>&§<RoomHum>&end#

16



Physical World/

- loT Sensors

Azure Digital Twins Synchronization

Python Ingestion Layer /

> Serial Data Stream
\ 4

Sensor Data Parser

v

Status Evaluator

v

Update ADT Twins

via ADT SDK & API
|

—

—>» Data Aggregator —

J every 30s

A ADT Platform / ‘( \'

Patient Twin ----

Room Twin

T
1
1 -

Sensor Twins | _.-
(Child DTs)

Aggregated Data /

; JSON File

v

Encrypted File
AES-GCM — .enc

— Blockchain Anchor

: Key — SHA256

Blockchain Integration in DT

@ Secure Data Integrity

17



Data Synchronization in ADT Explorer

Q Azure Digital Twins Explorer Preview

QUERY EXPLORER

smart-patient-rcom-hdt @

‘ Saved Queries

V‘ ‘ SELECT * FROM digitaltwins

TWINS MODELS

Search

Body Tempera...

dtmi:hospital:healthcare:...

Heart Rate M...

dtmi:hospital:healthcare:...

Patient Interfa...

dtmi:hospital:healthcare:...

Room Humidit...

dtmi:hospital:healthcare:...

Room Interfac...

dtmi:hospital:healthcare:...

Room Temper...

dtmi:hospital:healthcare:...

Sp0: Model

dtmi:hospital:healthcare:...

TWIN GRAPH MODEL GRAPH

T

BooTanp_
m@u_

RoomHumi...

y

@ Xinjian Zhang 4,

VNN Run Query

TWIN PROPERTIES

$dtId: RoonHumiditySensorl
# Humidity:  55.8 X
E) RoomHumiditySensorid: FH-3001

[ Status: Normal ) b4

Petag: W/ 2cT9e954-2d9b—473f-b2e9—HbachaTe0848"
v Jmetadata:
fmodel: dtmi:hospital :healtheare iroom:bumid
v Humidity:

laztUpdateTime : 202505~
18T20:12:37. 81532142

v RoomHumiditySensorId:

laztUpdateTime : 202503~
07T16:01:11. 02009532

N Status:

lastUpdateTime : 202505~
18T20:12:38. 70228932




Blockchain-Based Smart Contract Deployment

o-f

uthor and Compil
Solidity Contract

e . Configure Sepolia Deploy Contract
| " Configure Hardhat == = 2" ¢ ra RPC | " using Hardhat CLI

Smart Contract Deployment Process

Verify on Etherscan?

p
ﬂ;’ Etherscan

. Contract 0x765f6418714B7F414b3622819568949307F93466

(®  Search Source Code

@ Contract Source Code Verified (Exact Match)

Contract Name: DataKeyStorage Optimization Enabled: No with 200 runs

Compiler Version v0.8.28+commit.7893614a Other Settings: paris EvmVersion

Source Code </> APl
Overview More Info
ETH BALANCE CREATOR
¢ 0ETH 0xc131084A...76C4cFFOF 78 days ago
Transactions Token Transfers (ERC-20) w Events
Code Read Contract Write Contract
~

Verify Contract Deployment on Etherscan

Run hardhat-verify

19



Blockchain Logging on Ethereum

»DEMO

AYEsEEssEsEEssEsEEEEENEEsEEREEEEEEEEEEEEEN,
+

4SEEE NN EEEENEENEEEEENEEEEEEEEEERENEEENy
+

.

h 4
Encrypted File
AES-GCM — .enc

— Blockchain Anchor

1
1
: Key — SHA256

ML

YsssssssssssEEEEssEmsEssEmsmsEsssmmamnnnns®

E TRANSACTION ACTION
@ Call store EncryptionKey Function by 0xc131084A...76C4cFFOF on [5 0x765f6418...307F93466
y.

[ This is a Sepolia Testnet transaction only ]

(® Transaction Hash: 0x1992a90562a38b275abad403ead71e80e6356e7a2a24616ed0111316efbe73b06
(3 Status: @ Success

@ Block: % 8412677  34Block Confirmations

(@ Timestamp: (® 7 mins ago (May-26-2025 08:07:00 PM UTC)

@ From: 0xc131084A66B7D1F8eD83eaC6440a96576CACFFOF

@ To: 5 0x76576418714B7F414b3622819568949307F93466 (L @

@ Vvalue: 4 DETH

(® Transaction Fee: 0.000000039188782206 ETH

(@ Gas Price: 0.0071000071 Gwei (0.000000000001000071 ETH)

Verify Transaction on Etherscan

20



Cross-Domain Data Integrity Verification

»DEMO

Aggregated Data /
> JSON File '3 Sepolia ETH Network
every 30s !

v : Key — SHA256
Encrypted File | L — Blockchain Anchor

AES-GCM — .enc |
¥ )

R

v/
v [J data

B sensor_data_20250425T013117.enc

B sensor_data_20250425TQ13117,json

B sensor_data_20250425TQ13117.key ’
B sensor_data_20250526T230656.enc e G}:v
B sensor_data_20250526T230656.json

B sensor_data_20250526T230656.key

B blockchain_tx_map,json

Local files + Encryption Key Stored on Sepolia

~L

Cross-Domain Data Integrity} Verification /

A\ 4
Decrypt with AES-GCM Query Blockchain TX

Compare w/ Original JSON Extract keyHash

S

Compute SHA256

Generate Audit Log
Integrity Report

File 1 - Verifying: sensor_data_20250425T7013117
Decryption matched JSON
Blockchain keyHash matched transaction input

Matched transaction hash: 2939a3f68a6e65b683bc5d3b. ..

File 2 - Verifying: sensor_data_20250526T230656
Decryption matched JSON
Blockchain keyHash matched transaction input

Matched transaction hash: 1992a90562a38b275aba4@3...

=== Verification Summary ===
Total files verified: 2
Passed: 2

Failed: ©

Audit Log in Console

21



Real-Time Monitoring Dashboard
With Al-Driven Suggestion

O__) User Login

Refresh per 5s
1

1
1
L]
]
1
1

1

AY
AY

@-

v

Dashboard Module /

Start Session

\ 4
> Fetch DT States

from ADT

\ 4
Parse Patient Info & Sensor Readings

v

Evaluate Status
Detect Abnormal Conditions

Any
Abnormal?

Update Dashboard Ul

Detect Abnormal Conditions

Trigger Alert

Visual Highlight in Ul

A

@ Al Clinical Suggestion Module /

\

—) Request Suggestion

S

Display Al Suggestion
Integrated into Dashboard

Generate Prompt

—>» Call DeepSeek-V3 API
Patient Info + Sensor Data P

22



Real-Time Monitoring Dashboard

With Al-Driven Suggestion

@ Smart Patient Room HDT Dashboard

Weicome, Clinician1

Current Time

05.27 2025 00:07:30
Last Updated: 2025-05-27T00:07:27.001891

Patient Information

MName: Xinjian Zhang
Age: 24
o] Gender: Male

Diagnosis: Dizziness
1D: POO1
Status: Normal

o

BodyTempSensor

Value: 37
Sensor ID: BT-5001
Status: Normal

?

HeartRate Sensori

Value: 77
Sensor ID: HR-8001
Status: Normal

)
-4
Sp0O2Sensor1

Value: 97.7
Sensor ID: SP-5001
Status: Normal

Smart Patient Room HDT Dashboard

Room Information

Room Number: 101
Room Type: Observation Room

ID: ROO1
Status: Abnormal

|®
RoomTempSensori

Value: 18
Sensor ID: RT-5001
Status: Normal

)

RoomHumidity Sensor1

Value: 72.2
Sensor ID: RH-S001
Status: Too High

A7

4 GetAl St

o
Al Suggestions

"Given Xinjian Zhang's normal vital signs (BodyTemp 37°C, HeartRate 77, Sp02
97.7%) but reported dizzi the ab I room idity (72.2%, too high) may
be a contributing factor. R ljusting room idity to 40-60% for
patient comfort, monitoring for symp lution, and ing dizziness if
environmental changes don’t improve symptoms. Continue observation in Room
101."

{Word count: 58)

Smart Patient Room HDT Dashboard Ul

»DEMO

Wity

Al Suggestions

: Sk
e Coat Al S
= Get Al Sugge:

"Given Xinjian Zhang's normal vital signs (BodyTemp 37°C,
HeartRate 77, Sp02 97.7%) but reported dizziness, the
abnormal room humidity (72.2%, too high) may be a
contributing factor. Recommend adjusting room humidity to
40-60% for patient comfort, monitoring for symptom
resolution, and reassessing dizziness if environmental
changes don’t improve symptoms. Continue observation in
Room 101."

(Word count: 58)

Al Clinical Suggestions
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Evaluation

Semi-structured Qualitative Interview

Evaluation Criteria (5)

Functionality
Services
Operations
Usability
Applicability

q, , Data accuracy

g, 4 Monitoring usefulness
qs s Technical stability

q, , Interface intuitiveness

g5 , Suitability for real-world use

Stakeholder Interviews (4 Participants)

Medical Student
Medical Perspective

CS Student
Technical Perspective

+ Easy clinical observation
- Lack of decision support

+ Clear system logic
+ Good functionality & usability

- Not yet meet clinical standards + Clear technical feasibility

- Concerns on scalability
& network reliance

q, , Blockchain trust

q, , Feature completeness

q; , Workflow integration

q, , Ease of completing key tasks

qs., Implementation challenges

Nurse Patient Rep.
Workflow Perspective User-Concern
+ Simple interface + Reassured by blockchain
+ Easy to use - Needs clearer data use explanations

- To enhance warning mechanisms
- To enhance response capabilities

Answer to RQ5.

(Evaluation)

Feedback

@ Confirms feasibility

9 Reveal improvement
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Insights & Conclusion

Limitations

@ Low accuracy sensors, Limited evaluation (small sample, qualitative only)

Future Work

@ Build a more comprehensive Al models, Expand quantitative evaluation

Conclusion

¥ Modular Healthcare Digital Twin (HDT) framework: real-time monitoring, data security, decision support
© Validated feasibility: Smart Patient Room prototype with 10T, Azure DT, blockchain logging, visualization

© Positioned DTs as dynamic, operational tools to enhance interoperability and data security in healthcare

25



Thanks for Attention!
Aitah!
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