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Searching for solutions

• ISO/IEC 27001

• NIST Cybersecurity Framework

Why not?

• Complex and Costly

• Resource-intensive upkeep

What else?
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MITRE ATT&CK for ICS

• Empirical, threats aligned with ICS

• Detailed descriptions of adversarial 
strategies

• Actionable and reusable mitigation 
strategies
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How can I understand the threats to 
my machines through their everyday 

operations?
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Information Processing Functions

To capture To store
To

manipulate
To transmit To retrieve To display

Alter, S. (2006). The work system method: Connecting people, processes, and IT for business results. Work System Method.
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Category Description

Spoofing Impersonating another entity

Tampering Altering data or processes

Repudiation
Denying an action with no 

evidence

Information Disclosure Exposing sensitive information

Denial of Service Disrupting availability of service

Elevation of Privilege Gaining unauthorized rights
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STRIDE
Category Description

Spoofing Impersonating another entity

Tampering Altering data or processes

Repudiation Denying an action with no evidence

Information Disclosure Exposing sensitive information

Denial of Service Disrupting availability of service

Elevation of Privilege Gaining unauthorized rights

Howard, M., & Lipner, S. (2006). The Security evelopment lifecycle (Vol. 8). Redmond: Microsoft Press.



The Drilling Cell as a Case Study

• the ABB IRB 
2400 robot

• the ATI torque 
sensor

• the IRC5 
controller

15
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How can we apply?

22

FunctionAsset
Security 

Threat
Treatment

What are the 

assets that 

we use every 

day? 

Machines / 

Data

What are the 

information 

processing 

functions, 

these assets 

operate?

What are the 

threats, my 

Assets are 

exposed to? 

MITRE

How can we 

mitigate 

these 

threats?

MITRE



Threat Scenario 1:
Adversary-in-the-Middle

Aspect Details

Business Asset Force/Torque Measurement Data

System Asset ATI Delta 330–30

MITRE Asset Field I/O

Function (FAST) Capturing

MITRE Tactic Collection

Threat (MITRE ICS) Adversary-in-the-Middle

23



Threat Scenario 1:
Adversary-in-the-Middle

Aspect Details

Business Asset Force/Torque Measurement Data

System Asset ATI Delta 330–30

MITRE Asset Field I/O

Function (FAST) Capturing

MITRE Tactic Collection

Threat (MITRE ICS) Adversary-in-the-Middle

Risk Interception and manipulation of sensor data

Impact Loss of data integrity, incorrect control decisions

Vulnerability Unauthenticated communication protocols

24



Threat Scenario 1:
Adversary-in-the-Middle

Aspect Details

Business Asset Force/Torque Measurement Data

System Asset ATI Delta 330–30

MITRE Asset Field I/O

Function (FAST) Capturing

MITRE Tactic Collection

Threat (MITRE ICS) Adversary-in-the-Middle

Risk Interception and manipulation of sensor data

Impact Loss of data integrity, incorrect control decisions

Vulnerability Unauthenticated communication protocols

Mitigation (MITRE ICS) M0802 – Communication Authenticity

Controls
Sign messages, authenticate endpoints, validate sensor 

data at the controller
25



Threat Scenario 2:
Modify Parameter

Aspect Details

Business Asset Robot Joint Position Data

System Asset IRC5 Controller

MITRE Asset PLC

Function (FAST) Manipulating

MITRE Tactic Impair Process Control

Threat (MITRE ICS) Modify Parameter

26



Threat Scenario 2:
Modify Parameter

Aspect Details

Business Asset Robot Joint Position Data

System Asset IRC5 Controller

MITRE Asset PLC

Function (FAST) Manipulating

MITRE Tactic Impair Process Control

Threat (MITRE ICS) Modify Parameter

Risk Subtle deviation of operational behaviour

Impact
Product degradation, mechanical wear, safety 

compromise

Vulnerability Unchecked or unvalidated parameter updates
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Threat Scenario 2:
Modify Parameter

Aspect Details

Business Asset Robot Joint Position Data

System Asset IRC5 Controller

MITRE Asset PLC

Function (FAST) Manipulating

MITRE Tactic Impair Process Control

Threat (MITRE ICS) Modify Parameter

Risk Subtle deviation of operational behaviour

Impact
Product degradation, mechanical wear, safety 

compromise

Vulnerability Unchecked or unvalidated parameter updates

Mitigation (MITRE ICS) M0818 – Validate Program Inputs

Controls
Range checking, fallback defaults, validation logic at run-

time
28



Lessons Learned & Outlook

29

ISO/IEC 

27001, 

NIST CSF

Governance level 

— strategic, 

resource-intensive

MITRE 

ATT&CK for 

ICS

Adversary 

behaviour — 

empirical, attacker-

focused

FAST

Function-driven 

threat modelling
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