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Do you have to practice a 
cybersecurity process? 

Let’s rethink how cybersecurity 
exercises are built and delivered.



Communication

Cooperation

Coordination

Preparedness

Gaps identification

Tabletop Exercises (TTX)



On site

Injects - on paper, office applications

Linear progression

Limited options for evaluation

It is an experience

Current TTX



Expensive 

networking/PR



Current TTX

On site

Injects - on paper, office apps

Linear progression

Limited options for evaluation

It is an experience

INJECT TTX

On site & also remote

Complex approach

Adaptability

Semi-Automated Evaluation

The same or better



The INJECT Exercise Platform significantly 

streamlines the preparation and execution of 

exercises.

It delivers a substantial improvement in 

participants’ learning experience — achieving 

outcomes that traditional approaches cannot 

match.



Micro Discussi

on

Simulatio

ns
• Short, focused sessions

• Designed for user 

awareness

• Practical skills training

• Ideal for individual 

participants

• Application of real processes and 

policies

• Most realistic exercise format

• Enables comprehensive 

team-based training

• Focused on a specific topic

• Useful for identifying gaps and 

weaknesses

• Supports improving 

communication

• For managers and leadership 

teams

Exercise Formats



What exactly does the platform offer 

when I’m an exercise participant?



Easy to use website app, no installation

Challenging and engaging scenarios

Personalized feedback



What exactly does the platform offer 

when I’m an exercise instructor?



Seeing everything a trainee does

Simplified exercise management

Most of the work is automated by the platform



What exactly does the platform offer 

when I’m preparing an exercise?



Reuse and improvements of my scenarios 

From process -technical TTX to high -level policy 

Control over my trainees and my content





What exactly does the platform offer 

when I’m doing exercise evaluation? 



Analysis tools and methods

Machine learning

Data collection



Example Use Case: Phishing Incident Response Simulation

• Under-2-hour exercise for teams of three junior incident handlers.

• Email communication and simulated tooling (browser analysis, IP 

blocking, log searches).

• Instructors' role-play key external actors: website operator, victims, 

users, IT admins, and the data protection officer.

• Used in teaching at the FI MU; scenario available for download.







Need to use the tools – Output of the simulated browser 

tool.



Hint for teams that have not yet blocked the phishing page.

Before sending, the system checks whether the team has already 

used the tool.

If they have, the email will not be delivered.



INJECT in a nutshell

Improved Learning 
Experience 

Simplified 
Preparation & Delivery



Significant potential for 

enhancing security and resilience.

You can start now and influence it. 

It’s here, open-source, and 

ready to use.
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